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Think Integrated.

OT pearupoBaHus Ha yrpo3bl MHPOPMaALUOHHON 6e30MaCHOCTU K UX NpeaoTBpaLLeHUIo

Cuctembl nHpopmaumoHHoun b6e3onacHocTn IBM —
Guardium, IPS/XGS, QRadar

KoHcTaHTUH MNywKoB \

Business Partner Representative in Ural region

Software Group, IBM EE/A

glushkov@ru.ibm.com
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YTIHOI'A - LLINMNOHDbI B CIB

- YTIOM, YaHUKN U
TenedoHbl n3 Kutaga

- Yun, koTopbIn
nogknto4vaetca no Wi-Fi K
He3allMLLEHHbIM
KOMMNbloTEpam

- Yrto byget ganbuie?

© 2013 IBM Corporation
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OpraHn3oBaHHasi KNOepP-NPecTYNnHOCTb

«... KNOep-NpecTynHOCTb 06X0ANTCS YernoBe4YeCTBY A0POXKe HapkoTpadurka KokanHa,
MapuxyaHbl U repoMHa BMecTe B3ATbIX...»

«... 80% MHTEpPHET-NPECTYNNEHMN COBEPLUAETCS TPaHCHaUMOHAabHbIMK
opraHm3oBaHHbIMK BaHOamMu...»

«... OPMEHTUPOBOYHAA CTOMMOCTb KnbepnpecTtynHoct B EBpone coctasuna 979
MIIp4 4ons. B rog...»

ByH Xyan Xy,
KoHdepeHuna NHTepnona,
2012

© 2013 IBM Corporation
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IBM Security.
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Managed Security

g ENCCENTUATEV Services
o B Application
a0 BN Company Database Security
consul Q Monitoring 008
. Compliance
iremne @ watcHfire Management Encentuate
SECURITY is acquired
SYSTEMS® Network Intrusion 2007 for enterprise
7) DATAPOWER Prevention Watchfzrtf; is singltte)-lﬁtign-on
2006 acquired for capabilities
METAMERGE SOA Mag asg em e?t Internet security and
and security 005 Security compliance
access360‘,}> Identity | Systems, Inc.  capabilities
Management 2002 Dataf’oc\ltvfer 'S | is acquired for ~ Consul is acquired
acquired or securit for risk management
DASCOM Y 9
Access Access360 | SOA researchand  capabilities
Management 1999 is acquired | management  potyork Princeton Softech
_ Dascomis | for identty ~ and sell(.: urity protection is acquired for data
Mainframe acquired for | management capabilties capabilities management
and Server 1976 access capabilities capabilities
Security Resource Access | management MetaMerge
Control Facility capabilities is acquired
(RACF) is created, for directory
eliminating the integration
need for each capabilities

application
to imbed security

Advanced
PRTrusteer Fraud
@ Protection
2013
Labs
Secu rity Trusteer is
- acquired for
Intelligence mobile and
2011 application
Security Q1 Labs is security,
An alyti cs acquired for cognterl-fraud
2010 security intelligence 3” malware
capabilities etection
Big Fix is
2009 acquired for
endpoint securit; .
Ounce Labs manpagemem Y IBM Security Systems
is acquired capabiliies division is created

for application
security capabilities
Guardium

is acquired

for enterprise
database
monitoring

and protection
capabilities

NISC is acquired
for information
and analytics
management
capabilities

© 2013 IBM Corporation
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IBM Security. lNopTtdenb pewueHun
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IBM Security Systems

» HoBoe Ha3BaHue, obbeauHsoLLee Bce
npeanoxeHus IBM B obnactn 6e3onacHoCcTu

= linpokun Habop NpoayKTOB, MOKPbLIBAKOLLNA BCE
OCHOBHblEe AoMeHbI Vb

» [NobanbHbIN YPOBEHb MHBECTULINIA B
TexHonoruu ($1.8mpna), 6K+ cneumannctos no
b

» /iccnepoBartenbckas rpynna X-Force®

Intelligence e Integration e Expertise

Professional Services

IBM Security Framework

Governance, Risk and Compliance

Security Intelligence

and Analytics

Advanced Fraud
Protection

Advanced Security
and Threat Research

Cloud and Managed Services

Software and Appliances

© 2013 IBM Corporation
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X-Force aTo ocHoBa Bcex npoaykroB IBM Security

Security Intelligence
4 and Analytics

Muccusa X-Force aTo:

MOHUTOPUHI N OLEHKA ObICTPO
MeHsawLerocda naHgwadgrta b

N3yyeHne HOBLIX TEXHUK aTak U
) pa3paboTka 3awmnTbl OT
ﬂ.-;w L @ 3aBTpaLUHUX yrpos3

-

B sm

UHdopmupoBaHume Halmx

Advanced Security KITMEHTOB 1 OBLLECTBEHHOCTM

and Threat Research

© 2013 IBM Corporation
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OGHapyxeHune n aHanus yrpo3. UccnegoBaHua B
obnactu 6e3onacHOCTHU

lNokpbiTHe

20,000+ yctponcts noa
KOHTpONnem

3,700+ knueHTOB Ha
yrpaBneHun no BCceMy

1719)%

15B+ o6pabatbiBaembix
cobObITMW B AEHb

133 cTpaHbl npucyTcTBUS
(MSS)

1,000+ nateHTOB B
obnacTtn Vb

- o

IBM Research

TOUYHOCTb

20B npoananusmposaHHbIx
web cTpaHuu n obpason

40M cnam n duwmnHr aTak

76K 3apokymeHTMpOBaHHbIX
yA3BUMOCTEN

Billions nonbitok
BTOPXXEHUWN KaXablW OEHb

Millions yuukanbHbIx
obpasuoB 3noBpeaa

© 2013 IBM Corporation



ﬁ} IBM Security Systems

OOHapyXxeHue n aHanus yrpo3 decnpepbIBHO

9 ueHTpOB - B 133 + I “! f
uccnenos r cTpaHax CTpoucTB no,q OB |-|a coobITUN
aHusA KO e BHO

Brisbane, AU

< o v e o pOration
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JJocTaTo4yHO N cpeacTB 3alUTbI?

Mbl1 ucnonblyem

[a KOMy Mbl HY)>XHbI?
Firewall

V

-

MbI y)ke ucnonb3yem SSL

w

MbI ucnosb3yem ceteBble
CKaHepbl

© 2013 IBM Corporation
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Yrpo3bl cTaHOBATCA O0oriee opraHM3oBaHHbLIMMU

CerogH= 77
* Mpoagaw FTP, P
3
15.02.2012 13:C
© T Kynnwo wen

.02.2012 -~
o7

oT

.02.2012 71
o7

8
oT

3aAMUHKY
CerogHs

oT
~=~~naxa RU wennoB C

CeroaHs

e AWA WENA0B ¢ TUL hE

CaronHa 1°
- fokynaw dTn/u
Mnicynato shell's

Mpoaak >> Web:Ftp:S¢ Y7 3% A g TUL-PR \ Tpaduk
[ ' B 1 77 i erlis b 4 »)

© 2013 IBM Corporation
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5 3TanoB COBPEMEHHOUN aTaku

o o— L]

Command l I
& Control (CnC)

/\

PacnpocTtpaHeHue
bB—

b e

c g 4- EEEERZ
omman P L
& Control (CnC) 2’)

[!.'HIS.‘;”-'IEI)’

Pa3Bepnka

NMpoHnKHOBEHME

Co6op

Bbirpyska

NMoaroTtoBKa K NMPOHUKHOBEHUIO B
ceTb

Kom MYHUKaUuunAa C UeHTPOM

PacwuupeHue npucyTcTBuUsi B CeTu
opraHusauum

NMounck n KoHconuaupoBaHue
Ba)XXHbIX AaHHbIX

I'Iepe.qaqa AadHHbIX B LeHTP

© 2013 IBM Corporation
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NMoaoxon IBM AnAa 3awinTbl OT CITIOXKHbIX aTak

Ncnonb3oBaHne TEXHUYECKUX KOHTpOreun Ons NHTennekTyanbHbIN

6e30MacHOCTU CETU U yrpaBnNeHust XocTamm aHanu3 no Bcemn
NH(PPaCTPYKTYpE. ..

Ncnonb3oBaHune SIEM + SP
2 NpoHukHoBeHuee

+ |[PS ana aetekTMpoBaHUs HEN3BECTHbLIX Yrpo3 T T

ncenenoBarernbCKux
O6ecneyeHne 6e30MacHOCTM AaHHbIX ANA

OETEKTUPOBaAHMS

nonb3oBaresien, MOHUTOPWUHI U AETEKTUPOBaAHNE

NOAO3PUTENBHOW aKTUBHOCTU HOBbIX Yrpos...

ObecneyeHne 6e3onacHOCTU Wcnonb3oBaHue
AaHHbIX, NMOCTOSIHHBbIM MOHUTOPUHI U KOHTPOSTb cepBucoB
AOCTyNa K KPUTUYHBIMU JaHHbLIM 6esonacHocTn Ansa

YCTPaHEeHUs pucka
[MOCTOSAHHBIN MOHUTOPWUHT

=Ny \=TCW  ceresoro Tpaduka U NpenoTepalleHue
HENErMTUMHBIX COEONHEHUN

Security Intelligence. Think Integrated.

© 2013 IBM Corporation
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Professional Services

Guardium
3awmTta u aygut 6a3 gaHHbIX

IBM Security Framework

Governance, Risk and Compliance
Security Intelligence

and Analytics

Advanced Fraud
Protection

Advanced Security
and Threat Research

Software and Appliances

Cloud and Managed Services

© 2013 IBM Corporation
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3 OCHOBbIe NpUYUHbLI MOHUTOpUHra CYb[

. BHyTpeHHMe yrposbl

. HeaBTOpM30OBaHHbIE N3MEHEHUS
. [lpenoTBpalleHne yTeyek JaHHbIX

.. BHelHne yrposbl
. [lpepoTtBpalleHne Kpaxkn JaHHbIX

s HopmaTumBHble TpeboBaHUA

« YNpoLuleHmne npoueccon
o CokpalleHue 3atpart

© 2013 IBM Corporation
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Komnanua Guardium cneunanmsanpyeTca Ha peLleHusix rno 3awmnTe
CYbB/L. PeweHna komnaHnn ncnosnb3ytotca boree yem B 350-TK LeHTpax
00paboTkM JaHHLIX, a Takke B BEOQYLMX KOMNAHUAX NO BCEMY MUPY.

OcHoBaHHas B 2002 roay, Guardium Oblfia NnepBon B MUPE KOMMaHUEN,
NPON3BOAALLEN PELLEHUS ONS YCTPaHEHNS YA3BMMOCTEN B 3awmTe 6a3
OaHHbIX DN3HEC-CUCTEM B pEXUME pearnbHOro BpEMEHM.

Komnanua Cisco — cTtparerndecknn nusectop Guardium.

Guardium — napTHep komnaHun IBM (cerogHst 4actb IBM), Oracle,
Microsoft, Sybase, BMC, EMC, RSA, Accenture, NetApp, McAfee n NEON.
Asnsetcsa uneHom IBM Data Governance Council u PCI Security Standards
Council.

Guardium

SAFEGUARDING DATABASES™

© 2013 IBM Corporation
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MoHuTopuHr bl B peanibHOM BpeMeHU

Application Servers
ORACLE
g &. SharePoint
A = _’

IBM InfoSphere

Database Servers

SYBASE

Guardium i"@postgresm I
| TERADATA ' , N) NETEZZA
- \‘
Guardium Host Based Probes Guardium Collectors
(S-TAP)

* [lpogymaHHasa apxuTekTypa * (Ob6ecneunBaeT pasrpaHUYeHne NOSTHOMOYNIA
* BHe 6a3bl AaHHbIX * He nonaraetcs Ha norn B B[l, KoTOpble MOryT

e MUHUMAanbHOE BAVUSHME Ha ObITb CTEPTbI 3110YMbILLITIEHHUKAMMN

NPOV3BOAUTENBHOCTL (3 - 5%) * [letanbHble NONUTUKA U ayauT B pearibHOM

BpeMEHM
*  Kmo, ymo, Koeda, KakK

* ABTOMaTu4yeckas ot4eTHocTb (SOX, PCI,
NIST, n1.4.)

* He HyxHO MeHATb B[ n npunoxexne
*  YHuBepcanbHoe peweHne anga pasHoix CYb[]
* 100% KOHTpONSA, BKMNOYas nokasnbHbin goctyn DBA

© 2013 IBM Corporation
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Tpe6boBaHue

dyHkumoHan Guardium

O6ecneyeHne koHpuaeHumanoHocTu MNOH (CT. 7)

AyauT 3anpocoB K obbektam B[] ¢ NAOH
AyauTt peuncteun DBA
BnoknpoBaHne HeaBTOPU30BaHHbLIX AEUCTBUM

Hanuumne TexHn4yeckux mep no 3awmrte MNMOH ot (cT. 19):
. HEMPaBOMEPHOro UM Crly4YanHoOro gocTtyna

. YHUUTOXEHUSA

. UBMEHEeHUs

. GrIoKMpoBaHus

. KONMpPoBaHUSA

. pacnpocTpaHeHusA

AyauTt BblIOOpok u3 ooektoB b ¢ MNAH
AyauTt pencteun DBA

BrnokupoBaHne HenpaBoOMEpPHbIX AEeNCTBUMN
Ayant DML-komaHpg

dyHkuum C3MNMAOH UC (n.2.2 npukasa PCTIK Poccumn
Ne58):

. ynpaBneHue goCTynom

. perncTpauusa un y4yeT

. obecneyeHune LENTOCTHOCTH

. aHanNn3 3alWULLEHHOCTH

BrnokupoBaHue HenpaBoOMEpPHbIX AEeNCTBUMN
AyauT 3anpocoB K B[]

AyauTt ucknroveHun CYb[l

Ayant DML-komaHp

AHanus yasBMmocTeun

Perncrtpaums nonbITOK A4OCTyNa K 3anMCcAM U NOnsiM
3anucen (n. 4.2 n 4.3 npukasa ®CTIK Poccun Ne58)

AyauT Bcex 3anpocoB K oobektam B[l ¢ NAOH

© 2013 IBM Corporation
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o MoHuTtopuHr TpaHsakuuu CYB][] B pearibHOM BpeMeHU

. YnpouweHue npoxoxaeHuna ayguta n coorsetcteusa SOX, PCI-DSS
. YnpaBneHue nameHeHusamu b/l

. YnpasneHue yassumoctamu CYB[]

. [pepoTtBpalleHne yTeuykn AaHHbIX U3 b

« MoHuTopuHr TpaH3akumn CYB[l ana menHcppenmoB

Guardium

SAFEGUARDING DATABASES™

© 2013 IBM Corporation
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Intrusion Prevention System (IPS n XGS)
CeTeBble CUCTEMbI NPeaoTBPALLEHUS] BTOPXXEHUN

IBM Security Framework

Governance, Risk and Compliance
Security Intelligence

and Analytics

Advanced Fraud
Protection

Professional Services
Cloud and Managed Services

Advanced Security
and Threat Research

Software and Appliances

© 2013 IBM Corporation
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Tpu pybexa 3amnTbl CeTn

Intrusion
Detection / Prevention

Danger!

Your Business

I2¥ Internal and BP Use Only © 2013 1BM Corporation
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IBM X-Force Research

Kateropuu yrpos

— - XOCTbl € BpeaoHOCHbIM 1O

- lcTouHnkm cnama
- AuHamunyeckue IP

- AHOHVUMHbBIE MPOKCH

- BOTS Command & Control

\\._____ — - - CkaHupytowme IP

g \The Internet

nJ | Vi,

B
b

' f: %'1

7

© 2013 IBM Corporation
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BoamoxxHocTu Protocol Analysis Module

C ncnonb3oBaHuem
uHopmauum n3
X-Force, 3awmuTa

CTAaHOBUTCS HageXHee

Virtual Patch

Bo3aMoXXHOCTb
3aKpblBaTb
Yy39BUMOCTN,
He
yCcTaHaBnuBas
naTt4yen n He
N3MeHsad
KOH(pUrypaumm
CUCTEM

VIRTUAL
PATCH'

" TECHNBLOGY

- \ PO

Virtual Patch

Client-side
Application Protection

Client-Side Application

Protection

3awuTta nonb-
3oBaTenen or
YA3BMMOCTEN
npuKnagHoro
MO: Microsoft
Office, Adobe
PDF,
Multimedia
files and

Web browsers

3awmTta Bed
NPUITOXEHUN
oT atak (Web
Application
Firewall)

Web Application
Protection

Web Application
Protection

Threat Detection &
Prevention

3awmuTa ot
HEN3BECTHbIX
TUMOB
YA3BMMOCTEN
N aTak,
ncnonb3ys
Shellcode
Heuristics
(SCH)

Data Security

IBM Protocol Analysis Modular Technology

APPLICATION CONTROL

LN

Application
Control

Data Security Application Control

Bopbba ¢
yTEYKON
AaHHbIX

KoHTponb
NPUITOXKEHUN U
CepBM1COB

© 2013 IBM Corporation
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IBM Security Network Protection XGS 5100

o DOICICT T T

KOHTPOJIb CETEBOM
3ALLUUTA OT YIPO3 AKTUBHOCTU UHTEMPALINA
3awuTa oT yrpos, I I

. OnpepeneHne aHomanuu
Gnaropapsi yHMKanbHom UHTerpauunsa c peweHnamum
B Tpacdumke, rmokue :
Ga3ze IBM Security

X-Force® NOJINTUKN AO0CTYyMNa

© 2013 IBM Corporation
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XGS5100. IPS HOBOro nokoneHusi

HoBbi IPS XGS 5100 nomoraet 3almnTUTLCA OT BCEro CneKkTpa LeneBblx atak, oT

CUCTEMHbIX aTaK A0 aTakK U PUCKOB, CBA3aHHbLIX C MNMOJIb30BaTESIAMUA

FEATURING

TECHNOLOGY
€

| VIRTUAL
\\PATCH" |

NHdpacTpykTypa [Monb3oBatenu
System-level Service-level Web Application Spear Malicious Web/Social Media
Attacks Attacks Attacks Phishing Attachments Risks

Paclumnpsiemble mogynu 3awmTbl U HEMPEPbIBHLIE
angentbl ot IBM X-Force® Research and
Development Team

© 2013 IBM Corporation
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L

AHanus Tpadguka u 3awmTa Ha 7 ypoBHe ceTu

XGS 31O YyHMKanbHasi KOMOMHaLUMA NPOABUHYTOM CUCTEMbI 3aLMUTbI OT aTakK U
BbICOKONPOU3BOATENIbHOIO NPOKCU

Employee B

Good Application
Network Traffic

and Flows EmpIayEss e —
Employee C | potrettatic
0,0 6
{ T & Gmail 'E&,‘.;(f /\j
[ @legoree T
DP| AyteHTudmkaumss  PasrpaHuyeHue
JJ,OCTyI'Ia

400+ 1,950+ 20 Mnpg+

MpoTokonoe 1 doopmaToB hannos MpunoxeHuin CantoB n 70 kaTeropum

© 2013 IBM Corporation
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CeTteBble UHTepdenCHbIe MOAaYNK

ABa moaynsa ¢ ceMblo pa3fNNYHbIMU BapnaHTaMun MHTepchencoB NO3BOSNAIOT
XGS 5100 6bITbL 60nee rHOKUM Anst NOoAKNKOYEeHUNA

Interface Type

© 2013 IBM Corporation
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'MbKoe nuueH3un poBaHUe Nnpon3BoaAnNTEeNIbHOCTU

Tpun ypOBHSI NpON3BOAUTESNILHOCTU MO3BOMAIOT NPOU3BOAUTL anrpena

NMNUEH3NOHHO, 663 HeobXOANMMOCTU MEHSATb «Xene3o»

Performance Level 1 Performance Level 2 Performance Level 3
2.5 4.0 5.5
Gbl/s Gb/s Gb/s
Inspected Traffic Inspected Traffic Inspected Traffic

© 2013 IBM Corporation
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O SSL/TLS UHcnekuus

[MomoraeT 3aWwmTnTb OT aTtak, coepxallnxcd B nosib3oBaTesibCKUX 3aLIJVI(*)pOBaHHbIX
ceccundax

O ba3a |IP-penyTauum
Ncnonbayet X-Force 6asy IP-penyTaumn, 4tobbl 406aBUTL AONONHUTESNBHYIO

nHdopmaLmo B cobbiTne 6e30nacHOCTU

O ba3a URL-cdunbtpauumn n KoHTponb npunoxeHun

NcnonbsyeT X-Force 6a3y Web-pecypcoB 1 BOSMOXHOCTM KOHTPONS LENCTBUM
NPUNOXEHWI ONSA rPYHYNMPOBAHHOIO yrnpaeneHusi n 6e3onacHoro nosib3oBaTeNbCKOro
poctyna Kk Web pecypcam 1 npunoXxeHUsm

© 2013 IBM Corporation
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1 XGS3100, XGS4100 — yxe B npogaxe.

»XGS7100 — ckopo byaer...
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3alunTa KPUTNYHbIX CepBepoB

System Integrity/Compliance COMPLIANCE ZONE

~ LOQ Hﬂnitoﬁﬂg
: igz;?:;:zf::mhﬂ:gl‘;ik Lists APPLICATION(S) 0SI MODEL

Attack Prevention Lotus. Notes. f"l]
»  SSL Inspection ‘U Application Layer
. Application White/Black Lists -
ORACLE :

Presentation Layer

~*Apache
Software Foundation

Session Layer

System Integrity/Compliance
* (OS Audit Log Monitoring

* Registry Monitoring UPERA.""E SYSTEM System Logs

* File Integrity Monitoring (FIM)
Attack Prevention Registry Keys
= Buffer Overflow Exploit User Monitoring
Prevention (BOEP) .
-

Attack Prevention
= [ntegrated Firewall

«  IPS via Protocol Analysis (' PROTOCOL ANALYSIS MODULE (PAM) )

Agent Tuning
NETWORK LAYER

Traversing the Host

Network Layer

On the Wire

" DataLink Layer

Physical Layer

» |nterface Exclusion(s)

© 2013 IBM Corporation
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3awuTa BUpyanbHon MHpacTPYKTypbl

« WHTerpauma c VMsafe Ha ypoBHe
rmnepsunsopa

« OOHapyXeHue pyTKUTOB [t

= MpenoTBpalleHne «kpaxku» BM b,
« OOHapyxeHne nogaenbHbix BM

» AHanus Tpadumka mexgy BM

« YNpasneHue paspactaHmem BM

« AyauTt gocTtyna agMUHUCTPaTOpPOB

« danepBon Ang KOHTpPONnA AoCTyna Ha ¥ N
CEeTEBOM YPOBHE s s h:a‘

« 3awmTa BUpTYyarnbHbIX CETMEHTOB nfn

= LleHTpanu3osaHHOe ynpasneHue Entarpriss Network

o Virtual Infrastructure Protection
« BupTtyanbHbein naty ot X-Force

© 2013 IBM Corporation
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LieHTpanu3soBaHHOe ynpaBneHune 6e3onacHocTbio - Site Protector

Command and Control
™ Policy Management

Asset Management Broad Agent Support
™ Discovery ™ All ISS agents and appliances

® Clarification
 |nventory
® Ownership

Track
Improvements
to Operational
Security

Reporting

W Asset, Audit, Attack
Activity, Management,
Permissions, and Ticketing
Categories and more

Workflow and Ticketing
® Track Vulnerability Remediation
® Facilitate & Document Incident Response

® Product, Content Updates
= Content Updates

- Central, Agent Responses
]

Enforce Segregation

. of Duties
| ™ Default, Custom Roles
/ W Granular Permissions

™ Multiple Consoles

aus? “Event Analysis

 Real-time Monitoring

® Convert Data into
Actionable Steps

© 2013 IBM Corporation
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3awumTa Ana ceTeun, NPUNOXeHUN N KOHEeYHbIX
paboyunx ctaHUUK

X-Force® threat
intelligence

7

J

3awmTa sapa uHpacTpyKTypbl

Broad Protection for the most
critical parts of the network
requiring security and
performance

IBM Network Intrusion
Prevention (GX)

YnpaBneHue
nocpeaTrcBoM
Site Protector

QRadar Network
Anomaly Detection

_/

™)

3awmTa MHPaCTPYKTYpLI U

nonb3oBaTenen

‘ External threat
protection, as well as
increased internal
security and visibility

IBM Network XGS SiteProtector
Protection (XGS) Management

J

© 2013 IBM Corporation
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QRadar

BbigsBneHne nHUnMaeHToB MHoOpMaLnoOHHOW 6e3onacHOCTH

IBM Security Framework

Governance, Risk and Compliance

Security Intelligence

and Analytics

Advanced Fraud
Protection

Professional Services
Cloud and Managed Services

Advanced Security
and Threat Research

Software and Appliances

© 2013 IBM Corporation



vy

L -

IBM Security Systems

. erosbl cerogHa AMHaMuM4HbI

— ExegHeBHO co3gatoTcs AeCATKU ThiCAY 9K3eMnnsapoB BpegoHocHoro MO
— HoBble knaccbl yrpo3 HenpepbIBHO CO30alTCH N COBEPLLEHCTBYHOTCS

— Tononorus yrpo3 nameHsieT opMy 1 NpeBpaLLaeTcs B CETb CEPBEPOB U KOHEYHbIX TOYEK,
COEANHEHNSI MEXAY KOTOPbIMU ANHAMUYECKN CO34al0TCS U pa3pbiBaloTCS

. yrpo3b| cerogH4a CloXHbl

— MonumopdHble nporpammbl NpeobpasyoT BpegoHocHoe MO npu Kaxxaom UCnonb30BaHNN

— PacnpocTtpaHeHne MOBUNbHLIX YCTPONCTB, 06rayvHbIX BbIYUCNEHUIA, BUPTYyanusaumm (1
B3aMMOMNPOHUKHOBEHME 3TUX TEXHOMNOMMIM) obecnevnBaeT NNogopPOaHYHO cpeay ANst HOBbIX

yrpo3 un BpegoHocHoro 10

* Yrpo3bl CErOAHSA LieneHanpaBneHbl

— OTO He CJ'Iy‘-IaIZHbIe daTaky, a opraHnM3oBaHHbIE, LeJieyCTpeMJIEHHbIE N MOTUBUNPOBAHHLIE

— CylecTByeT Lenbin “depHblil pbIHOK”, Npon3soadaLmmn spegoHocHoe MO u
aBTOMaTMU3NPOBaHHbLIE CpeacTBa

44 © 2013 IBM Corporation
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Bbi3oBbl UB — 3TO CNOXHbIN YeTbIpexXMepHbIN Na33an...

----------

CucrtemMHble
NPUNOXeHUA

aHHble

MobunbHble
NPUNOXEeHNA

Web 2.0

MpunoxeHunsa

L a%a osive

UHdpacTp-pa MobunbHble  O6naka  HecTtaHpapTHble

..., KOTOpPbIX TPeObyeT HOBOro noaxoaa

© 2013 IBM Corporation
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Uto Takoe Security Intelligence

Security Intelligence
--cywiecmeumersibHoe

1.C6op, HopMmanusaumsa n aHanus3 B pearibHOM BPEMEHWN AaHHbIX,
CreHepupoBaHHbIX MNONb30BaTENSAMU, NPUNOXEHUAMN,
NHAPACTPYKTYPOWN 1 BAUSIOLWMX HA MHPOPMALMOHHYO 6e30NacHOCTb
N PUCKN NPEANPUATUS

Security Intelligence npegocTtaBnseT ncyepnbiBatoOLLYHO U
NPaKTUYEeCKU NPUMEHNMYIO MHAOPMaLUIO, Heobxoanmyro Ans
yrnpaBreHna puckamn 1 yrpodamm, oT ObHapy>KeHUs 1 3aLLnThbl

00 yCTpaHeHUd

© 2013 IBM Corporation
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OBOSMOLUMOHUPYHA BMECTE C M3MEHSOLLIMMCA NaHawadgTom

MODERN SIEM

Next Generation SIEM Future
15t Gen SIEM Thraland aremm T Open Systems & SDKs

mgﬂm Pollcy-aware compllance Imcreasing bavals of contet

SEVETs User behavior & context Full integration of securlty
Wabiltylato it process & workflow

and security systems Analysis before, during, after
attack Greater predictive ability

Integrated Architecture | Database Rapld Search & Query | Correlation, Analysts, Normalkzation | One-console Security

Security Intelligence Platform

© 2013 IBM Corporation
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KOHTEKCT 1 Koppenaund no3BonA0T NOHATb CYyTb rnponcxogdLluero

() YcTtponctea
wl) GesonacHocT

. = CepBepan
E! MaliHpenmbI B )

____——

HacTtosiLume H LeHus
Koppensuusa cobbitun acrosiiue fpy e

m CeTeBas 1 BupTyanbHas « XypHanb! * IP penytauus N
aKTUBHOCTDL * MoToku * leonokauus

NaeHTUdMKauma HapyLUeHW
AHanns akTUBHOCTU N OOHapyXeHue
* [ocTOoBEpHOCTb

P AKTVIBHOCTI:V ___) aHomanuu « KputnuHoctb =
Y, MPUNOXeHNU * PeneBaHTHOCTL

» AKTUBHOCTL Nonb3oBaTeneu
' * AKTMBHOCTb b,
- KoHdurypaums -———- A I
. * AKTUBHOCTb NPUIIOXKEHUN
+ CeTeBad aKTUBHOCTb

T
“ YSI3BUMOCTMU U Yyrpo3bl— =

Monb3oBaTenu un
y4YeTHble 3anucu

Mopo3putenbHble UHLUMAEHTDI

O6LWwmnpHbIN .
[y©okui AckniounTenbHO ToOYHbIE N NPaKTUYECKU

UHTENINEeKT npuMEeHNMbIE BbIBOAblI

nepe4veHb
MCTOYHWUKOB

© 2013 IBM Corporation
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[TonHOCTbLIO MHTErpupoBaHHas nnardopma Security Intelligence

« Log management 1 oT4eTbl, BKIOYMB BUSIKY

® B pO3eTKy
Radar I—' * Ot CMB po macwrtaba npegnpuatus

Log Manager

» Pacwupsetca go SIEM

» Koppensauus xXypHanos, NOTOKOB,
® ya3BMMmocTen, identity
Radar l—' * [epenoBoe NpocmnMpoBaHne akTMBOB

SIEM
+ Offense management n workflow

* MOHUTOPUHT KOH(UTypaLuun cpeacTs
ceTeBoW 6e3onacHoOCTy

Radar - * MpuopunTesauus yssaBumocTe

Risk Manager * MNporHo3upytolLiee MoagenMpoBaHne yrpos 1
CIAMMEASLLAS
Radar® Radar « AHanus ceTen
SIEM QFlow + O6HapyxeHne NnoBeaeHYEeCKMX aHOMarnummn
SEEEHEE m——se—. 0000
* MOHUTOPUHT NPUNOXEHUN Ha YPOBHE 7
Radar Radar
QFlow VFlow » 3axBaT KOHTEHTa Ans rnybokoro aHanuaa u
paccriefoBaHui
T  duanyeckune 1 BUpTyasnbHble cpeap

* Mpoueccopbl CoObITUN
* Mpoueccopsl [NoTokoB

= * OTKa30yCTONYNBOCTb U
— KatactpodoycTon4msocTb

 LopusoHTanbHoe MaclTadupoBaHue

i

man

© 2013 IBM Corporation
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[TONHOCTLIO MHTErPUPOBaAHHAA apXUTEKTypa U NHTepdeunc

EanHas KoHconb 6e3onacHoCcTu

IBM Security QRadar SIEM

(PRIUSETVN Offenses  Log Activity  Network Activity ~ Assets  Reports  Admin System Time: 13:20

Show Dashboard: [ Application Gverview [=] [FjMewDasnboara [ Rename Dashtosrd ) Delete Dashboars  Add item... ¥ Next Refresh: 00:00:45 - [l 2 @

28 [

DB Top Countries (real-time)

Inbound Traffic by Country (Total

a Top Applications (Total Bytes)
Bytes)

Nov 30 07:15 - Nov 30 13:22 .
Nov 30 07:15 - Nov 30 13:22 oom Valug to Graph: [TotalBytes Sum) [+
1o Chart Type: [Pe chat_ [+

Display Top

100M
200M

50M

0 08:00 09:00 10:00 11:00 12:00 13:00
08:00 12:00 s23%
.l 5 ¥ Legend
egen
9 WebWebMisc @Bother @B PZPBitTorent E@MFzPKazaa @ P2P.eDonkey :
NorthAmerica UnitedStates - Remander [
@ NorthAmerica Canada (il Asia.China H /
8 Eurepe.Unitedkingdom View in Network Activif
@ EuropeBelgum  Remainder -
v Mehwork A Top Applications Inbound from Internet (Total Bytes) [58] %] T Legend
Yiew in Network Actiity NorthAmerica. UnitedStates. -
Outbound Traffic by Country {Tata B Nov 30 07:15 - Nov 30 13:22 @ HorthAmerica.Canada @l Asia.China EI
Bytes) 150M @ curope France (i) Europe.Unitedingdom
Europe Sweden ([l AsiaJapan -
- |
0

Total Bytes (Sum)
Total Bytes (Sum)

il

MNov 30 07:15 - Nov 30 13:22 View in Metwark Activity
300M 100M

Mov 30 07:15 - Nov 30 13:22

DSCP - Precedence (Total Bytes)

200M 50M

400M

Total Bytes (Sum)

(A 57 W L T R e P T S|

100M
08:00 03:00 10:00 11:00 12:00 13:00

Total Bytes (Sum)

* Legend 200M

08:00 12:00 other @ PZPBiTorrent @ Web.Web.Misc @ Web.Sccurs\eb 2P.cDonkey
wai.sMTP @ P2P.Kazaa ([ P2P.Gnutslla RemoteAccess.SSH ([ P2P.OpenNap
¥ Legend @ Remainder

NorthAmerica UnitedStates E View I Network A o a0 0

Total Bytes (Sum)

@ NorthAmerica Canada (i} Asia China

[locmpoeHa Ha yHuUguuuposaHHoU
apxumexkmype 0aHHbIX

© 2013 IBM Corporation
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[MpodunmpoBaHne noBegeHNs NMosrb3oBaTenen n obHapyxeHue
OTKITOHEHMW OT HOPMBbI

Username, Event Name

Current Filters:

QRadar User & Application Activity Monitoring npeaynpexzaeT o

Log Source s any of oracle @ 100 52 150 or 0racle] - HEHOPMaIIbHOM XapaKkTepe JocTyna nosnb3osatens k bJ]

© Current Statistics

N

Top 10 Username:Event Name Results By Event Count (Sum) I

Value to Graph: | Event Count (Sum})

e

leted

€0 10 Username:Event Name Results By Event Count (Sum}

Value to Graph: | Event Count (Sum})

[=] D\splayTup.Im: CharlType.IEarcnart :

3 3,04517
3 2,750
2,500+
£] 2,250 [ \
5 2,000+
g 1,750
1,5004
5 s
QRadar onpepensiet HopmarnbHoe
& 1,000
6 noBeeHne nonb3oBaTens u
5004
[
3,045 2504
il dHOMalbHOE noBeaeHne
O matthew_felder:SELECT s5... @ terry_spaulding:SELECT ... B evelyn_findley:SELECT s... O jill_harber:Misc Login .. O matthew_felder:SELECT s... B terry_spal
O terry_spaulding:Misc Lo... B evelyn_findley:Misc Log... O jill_harber:Misc Logout B jill_harber:SELECT succ.. @ terry_spaulding:Misc Lo... @ evelyn_fin ‘
| terry_spaulding:Misc Lo... O evelyn_findley:Misc Log.. B terry_spaulding:Misc Lo... 0O e\relyn_find\
/]
[Hide Charts)
- 5 Destinat Destinati
TEaT ST T AT Tl TR T Category (Unique | Source IP {Unigue 3 P t Port | Event Co:nt {Sum) ot
L matthew_felder SELECT succeeded OracleDbAudit @ 10.0.52.150 System Action Allow 10.0.100.132 10.0.52.150 0 3045 28 I
e s pauang TeC Logour urm LI ToU TisC Logout LA e LI ToU U o 2]
terry_spaulding Misc Login Succeeded OracleDbAudit @ 10.0.52.150 Misc Login Succeed| 10.0.100.199 10.052.150 0 i} i
terry_spaulding SELECT succeeded OracleDbAudit @ 10.0.52.150 System Action Allow 10.0.100.199 10.0.52.150 0 B 6
evelyn_findley Misc Login Succeeded OracleDbAudit @ 10.0.52.150 Misc Login Succeed 10.0.100.227 10.0.52.150 0 5 5
evelyn_findley Misc Logout OracleDbAudit @ 10.0.52.150 Misc Logout 10.0.100.227 10.0.52.150 0 g 5
evelyn_findley SELECT succeeded OracleDbAudit @ 10.0.52.150 System Action Allow 10.0.100.227 10.0.52.150 0 5 5
Jill_harber Misc Logout OracleDbAudit @ 10.0.52.150 Misc Logout 10.0.100.72 10.0.52.150 0 3 3
Jill_harber Misc Login Succeeded OracleDbAudit @ 10.0.52.150 Misc Login Succeed| 10.0.100.72 10.0.52.150 0 3 3 I
Jill_harber SELECT succeeded OracleDbAudit @ 10.0.52.150 System Action Allow 10.0.100.72 10.0.52.150 0 3 3
john_cotto SELECT succeeded OracleDbAudit @ 10.0.52.150 Systemn Action Allow 10.0.152.203 10.052.150 0 2 2|
john_cotto Misc Login Succeeded OracleDbAudit @ 10.0.52.150 Misc Login Succeed| 10.0.152.203 10.0.52.150 0 2 2]
inhn_roftn Misc ] nnnut OracleNhandit @& 10 0 52 150 Misc | nnout 100152 203 100 52 150 0 #) #] T

LS

=

© 2013 IBM Corporation
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Koppensuma gocrtyna K AaHHbIM C CETEBOWN aKTUBHOCTLIO

Magnitude
I—I Description Potential Data Loss/Theft Detected
OTeHumaanaﬂ yTeLI Ka Attacker/Src | 10.103.14.139 (dhcp-workstation-103.14.139.acme.org)
D.a H H bIX’? Target(s)/Dest| Local (2) Remote (1)
' Network(s) | Multiple (3
') ') f) Data Loss Prevention Use Case. Demonstrates QRadar DL
KTO - LITO - Kyﬂa " I authentication ...
Attacker Summary .Detans / KTO?
Magnitude User sCott )
- dhcp-waorkstation- BHYTpeHHUI nonb3oBaTesib
Description 10.103.14.1349 Asset Hame 103.14.139.acme.org
Vulnerabilities 0 MAC Unknown
Location MonhAmerica.all | Asset Weight 0
Username
Event Hame S_ouroe b Log Source (Unique Count) {Unique Category (Unique Count) l"ITO’?
{Unique Count) Count)
O | Authentication Failed 10.103.14.139 | OracleDbAudit @ 10.101.145.198 | Multiple (2 Misc Login Failed aHHbIe N3 5 Oracle
B | Misc Login Succeeded | 10.103.14.139 | OracleDbAudit @ 10.101.145.198 | scott i D' D‘
B | DELETE failed 10.103.14.139 | OracleDbAudit @ 10.101.145.198 | s 'Syst?’l.&dion Deny
B | SELECT succeeded 10.103.14.139 | OracleDbAudit @ 10.101.145.198 | scott System Action Allow
W | Misc Logout 10.103.14139 OracleDbAudit @ 10.101.145.198 | scott Misc Logout
O | Suspicious Pattern Deteq 10.103.14.138 | Custom Rule Engine-3 - qradar-vn| M4 Suspicious Pattern Detected ?
B | Remote Access Login Fal 10.103.14.139 Custom Rule Engine-38 - gradar-vn| MN/A Remote Access Login Failed Kyﬂa H

Mavigate

Information

Resolver Actions

TNC Recommendation

]

> |
> DMS Lookup
g

Port Scan

| Asset Profile
[-| Search Events
Search Flows

QRadar Has Completed Your Request
Go to APNIC results

[Querying whois arin net]

[wheois.arin net]

Gmall

OrgName:  Google Inc.

OrglD:  GOGL

Address: 1600 Amphitheatre Parloway
City:  Mountain View

© 2013 IBM Corporation
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AHann3 ceteBbIX NOTOKOB YPOBHA NPUINTOXKEeHUNA, aHaJ1n3
CcoAepPXMMOTIo NMakeToB

‘ Offense 2849 [ Summary @@ Attackers (3 Targets ™ Categories [=] Annotations Eventﬁ [F|Rules ActiRs ¥ = Frint 0‘
Magnitude Relevance yi this offense | | 3
- Malware - External - Communication with BOT Control Channel ; ;
Descripion | . 12ining Potential Botnet connection - QRadar Classify Flgw | EYentcount | & eventsin 1 categories O6Hapy>KeHa 6OTCGTb?
AttackeriSrc | 10.103.6.6 (dhcp-workstation-103.6.6.acme.org) Start 2009-09-29 11:21:01
Target(s)Dest| Remote (5) Duration 0s MakcumymMm, 4To MOXeT caenaTb SIEM
Network(s) other Assigned to Mot assigned nepBoro nOKOneHMﬂ
Hot Botnet Scenario This offense captures Botnet command channel activity from an internal host. The botnet node communicates with IRC
A5 servers running on non-standard ports (port 80/http), which would typically bypass many detection techniques. This sc...

IRC Ha nopTty 807

First — g g /
Source o Destination o ICMP Source | Destinat | Source | Destin
Packet | Protocol | Source IP Destination IP Application ~
Time LI T i il i QFlow o6HapyXuBaeT CKpbITbIN
11:19 tcp_ip 10.103.6.6 | 48667 62.64.54.11 a0 IRC 2 o FSPA |BestEffor Class1 |gradar — —— — =
: — KaHaJ1 KOMMYHUKaunn npu

11:19 tcp_ip 10.103.6.6 | 51451 62.181.209.201 80 IRC SPA F.5,P,A |BestEffor Class 1 | gradar nOMOLuM nOTOKOB yp0BHﬂ 7 N
11:19 tcp_ip | 10.103.6.6 | 47961 | 62.211.73.232 MIA FSPA |F.8PA |BestEffof Class1 | gradar

aHalin3a cogepXmnmMoro
NMnakeToB

Source Payload I
'

8850 bytes

NICK IamaZombie
USER IamaZombNICK IamaZombie
USER IamaZombNICK IamaZombie
USER IamaZombPROTOCTL NAMESX
PROTOCTL NEMESX

PROTOCTL NEMESX

NOTICE Defender :[EUVERSION xchaNOTICE Defender
JOIN #botnet_command channel
JOIN #botnet_command channel

HecomHeHHO 6oTCETb
[laHHble nNoToKoB YpoBHA 7 cogepxaTt

KoMaHAabl 6boTceTu

Destination Payload
70 packets,
5996 bytes

:Lexington.K¥.US.AccessIRC.Net:Lexington. KY.US. AeceasIRC.Net:

© 2013 IBM Corporation
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AHanna KoHurypaumm ceTeBblX YCTPOUCTB

Questions

Name &
All Gystermns with Client Side Yulng
All Systemns with Client Side Vulns which Communicats o the Intemet
All Systerns with Client Side which communicate to susp addresses
All Systems with client
All'wilnarable assets
Any devices allowing port 21 traffic
Assess any deyica

side with communications and or

ftical data

‘ s5ess any inbound connechons from the internel 1o anywhere on he intermal network

|  Gow | Rewmiwe [ Impartance
Assats
Assets 5
Asgets 5

Azzets 5
//
OpurpeSylps &
— "*r-l‘l;ural.'.nn Poli DevicesRulas 5

DevicesRules
Internet I-I_I PO A& sels

COMMUNICIton from the intemet
and are nol in one of the following assel bullding blocks (DUZ Assals

Hauntu yctpouctea c
OnacHbIMWN HaCTponKamMu

Mcnonb3oBaTb 3HAHUS O CETEBOM
Tpadmke 1 ysi3BUMOCTAX

BbICTPO OLEHUTL U
npoaHanM3npoBaTb
ornacHbIn Tpauk

Hantu 6pewun, npexae 4em 310 caenaet
HanagaroLwmnmn
[MocTosAHHasa BUOMMOCTb MU MOHUTOPUHT Ha Bce 3600

3 Risk Score for the suincied : 5 Viewi THONS oM Z0TU-TU-T6 US0U00 6 JUTUSTUETE TO0000  V/ow: | Seect 5 Opien %]
1Sk SC0rg Tof the S&lecied quastion is
stnatica Port

Asset Results Completed

Current Filters:

r Destination Protoe App{s) Vulnis) Provided Filter is Assess any inbound connections from the in ). Sourck or Destination is 69 20 125 160  (Clear Fiter)
© Curront Stotistics
Mulbols (3] | WA Fie cos
1oo 10 Destination Port Results By Count (o]

0 445 0 2967 B 113

o -

0445 B 2967 W 113

| Remt
| Remote
| Remote

Last
Packet ‘ﬁ‘"' Source | O%3tnet Destinas | Protoco |

| Type | Appicat | Source | Count Bytes \ ‘s«'u Count \ Type | Sy
| Mumgle (€ Host DauYar { qradar 9] 1842 1-;: [ 8
| G sia {Host WebNon{ aradar | 2] 128]  116|NA 1
“,.l;dh Host | omer Qradar 1 6 55 NA

Flow

Flow Flows Flow Event | Connectl

© 2013 IBM Corporation
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ToyeyHoe cBA3bIBAHUE I/IHCbOpMaLI,I/II/I B Or'POMHbIX MaCCuBaxX OaHHbIX

Offense 3063 @ Summary ‘Aﬂantas TargEdE IBCE{EQ{IiE Annotaticns [l

Magnitude Relevance

3BYYUT HEMPUSATHO...
Evept count 1428 events in 3 catd HO KakK Mbl 06 3TOM y3HaJ'|l4?

Target Vulnerable to Detected Exploit
preceded by Exploit Attempt Proceeded by Recon
preceded by ExploitMalware Events Across Multiple Targets

preceded by Recon - External - Potential Metwork Scan D‘OKa3aTej'|bCTBO — BCelro B
Attacker/Src zm_ 255 / Start 2009-09-29 16:05:01 OJHOM KJIMKE MbILLbIO

Target({s)/Dest| Local (717} Duration 1m 32s
Hetwork(s) Multiple (3 Assigned to Mot assigned
Notes Yulnerability Correlation Use Case lllustrates a scenario involving correlation of vulnerability data with |
China (202.153.48.66) sweeps a subnet using the Conficker worm exploit (CVE 2008-4250). The first
CkaHupoBaHue cetun [MepenonHeHne bydepa
O6HapyxeHo QFlow MonbITka 3anycka akcnnonta obHapyxeHa Snort
1] 4
Destination Destination Low Level
Event Name Source IP P Port L rce Category
O [ Metwork Sweep - QRadar Classify Flow 202153 48 66 | Multiple (Y16) | 445 / _FTow Classification E Metwork Sweep
B | METBIOS-DG SMB v4 srvsve MetrpPathConon| 202.153.48.66 | Multiple (8 445 &~ Snort @ 10.1.1.5 Buffer Overflow
Port | Service OSI‘[:DB Hame Description S::::_;y

Microsoft Windows Server
Senvice Crafted RPC

445 unknown| 49243 | Request Handling
Unspecified Remote
Code Execution

Microsoft Windows Server Service contains a flaw that may allow a
malicious user to remotely execute arbitrary code. The issue is triggered 3
when a crafted RPC requestis handled. It is possible that the flaw may
allow remote code execution resulting in a loss of integrity.

Total Security Intelligence

LlenneBon xocCT ya3Bum

KoHBepreHunsa OaHHbIX CeTu, COObITUN N YA3BUMOCTEN
O6HapyxeHo Nessus PreHLnA A ’ y

© 2013 IBM Corporation
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Pellas peanbHble 3agayn

KpynHas OBHAPY)KVBAET
aNeKTpo- YIPO3bl, KOTOPbIE
KOMNZHNS OPYIVE HE MOTYT
KpynHas V3BNEKAET LIEHHYIO

VH®OPMALIIO M3
HeTAHAs HArPOMOXEHMS
KOMMaHnNA OAHHbIX

[pounssoanTent WeISRNE% N =)

MOAHbIX NHCANOEPCKUE
TOBapoOB YI'PO3blI
Me -
Ha >|(<)m|/-|bu7| MPEOCKA3bLIBAET
poA PUCKW ONA BU3HECA
XONOWNHT

MpombiwneH- WISl 1=
HbIW OUCTPU- TPEGOBAHUSA
BbHOTOP PEIYNATOPOB

O6HapyxeHune 500 xocToB C
Bupycom “Here You Have”, yero
He CMOrnu caenaTtb aHTUBUPYCHbIE
NPOAYKThI

2 munnunapga codblTUn B A€Hb
CBefleHbl B 25 BbICOKO-
NPUOPUTETHLIX HapYyLUEeHNUN

O6HapyxeHue UHcaunaepa,
BOPOBAaBLUENO U U3MEHSBLLEIO
KOHpUAEHUNanbHble AaHHbIE

ABTOMaTU3aLMA npouecca
MOHUTOPUHIa KOHPUTypaLMOHHbIX
M3MeHeHUU B MHpaCTpyKType

MOHUTOPUHI CETEBOU aKTUBHOCTH
B peanbHom BpemeHu (PCI)

© 2013 IBM Corporation
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PelueHna ang nonHoro uukna

3awmiiaeTt nu
KakoBbl BHeLLHUEe U TeKyLias YT0 npoucxoaut KakoB

BHYTPEHHUEe yrpo3bi? KOHcUrypaums ot npsiMmo cenyac? pe3ynbrat?
3TUX yrpo3?

Vulnerability PREDICTION / PREVENTION PHASE Exploit REACTION / REMEDIATION PHASE Remediation
Pre-Exploit Post-Exploit
[lpoeHo3uposaHue u
P P Peakuus u ucnipaeneHue
npedomepauieHue
Risk Management. Vulnerability Management. SIEM. Log Management. Incident Response.
Configuration Monitoring. Patch Management. Network and Host Intrusion Prevention.
X-Force Research and Threat Intelligence. Network Anomaly Detection. Packet Forensics.
Compliance Management. Reporting and Scorecards. Database Activity Monitoring. Data Loss Prevention.

Q10 4 Labs & ta @

Total Security Intelligence | An IBM Company

© 2013 IBM Corporation



Sy
ﬁ IBM Security Systems

YHukanbHble npenmyllectea QRadar

= Koppensums B pearibHOM BPEMEHU U ODHapYy>XeHNe aHOManum Ha OCHoBe
l\{ ,) LLUMPOYaNnLLEro cnekTpa AaHHbIX, C y4eTOM KOHTEKCTa

» Spgpekm: bornee moyHoe obHapyXeHuUe y2po3 8 pearibHOM 8peMEHU

» /IHTerpupoBaHHbI aHann3 NOTOKOB, BKMNOYast KOHTEHT YPOBHS 7 (MPUMNOXeHNIA)

» Ogppekm: [NpesocxoOHasi cumyauyuoHHasi UHEOopPMUPO8aHHOCMb U
udeHmuukauus y2pos3

» NHTennekTyanbHaa aBToMaTusaumna cbopa gaHHbIX, 0OHapyXeHUs akTUBOB,
a npodounnMpoBaHNa akTUBOB U T.A.

» Opgpekm: CokpaweHue py4Ho2o mpyda, bbicmpsiu time to value, Hu3kas
CmMouUMOCMb 3KCITyamayuu

I » [MBKOCTb M NPOCTOTA UCMOMb30BaHMS, NO3BONSOLLLAs OTHOCUTENBHO NPOCTO
i co3faBaTth M PeaakTMpoBaTh NpaBuia Koppensauumn, otT4eTbl, MHOOPMaLMOHHbIE
naHenmu

» Ogppekm: MakcumarbHas aghghekmusHOCMb, HU3Kasi CmoumMocmb 8r1a0eHusi

= MacwTabupyemocTb ana cambix 60nbLLUNX BHeAPEHU brnarogapsa BCTpoeHHou B n
YHUPULNMPOBAHHON apXUTEKTYpe OaHHbIX

» Oppekm: QRadar noddepxusaem rnompebHocmu Bawezo 6usHeca nobo2o

macwmaba
© 2013 IBM Corporation
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Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response
to improper access from within and outside your enterprise. Improper access can result in information being altered, destroyed or misappropriated
or can result in damage to or misuse of your systems, including to attack others. No IT system or product should be considered completely secure
and no single product or security measure can be completely effective in preventing improper access. IBM systems and products are designed to
be part of a comprehensive security approach, which will necessarily involve additional operational procedures, and may require other systems,
products or services to be most effective. IBM DOES NOT WARRANT THAT SYSTEMS AND PRODUCTS ARE IMMUNE FROM THE
MALICIOUS OR ILLEGAL CONDUCT OF ANY PARTY.

www.ibm.com/security ﬁ :
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