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Bceobbemniowinn noptdens peweHnin B obnactn Nb

MC3 n NGFW IPS 1 NGIPS Advanced Malware NHTEpHET-
« Cisco ASA/ASA-SM « Cisco IPS Protection 6e3onacHoOCTb
« Cisco ISR /ASR Sec « Cisco wIPS FireAMP « Cisco WSA / VWSA
FirePOWER NGFW * Cisco ASA Module FireAMP Mobile e Cisco Cloud Web Security
Meraki MX FirePOWER NGIPS FireAMP Virtual

AMP gnsa FirePOWER

besonacHocTb NAC + VPN UTM
9NEKTPOHHOMN MNOYTbI ldentity Services . Cisco AnyConnect « Meraki MX
* Cisco ESA/VESA * Cisco ISE / VvISE e Cisco ASA
» Cisco Cloud Email Security * Cisco ACS e Cisco ISR/ RVPN
MOHNTOPUHT Policy-based ceTb Secure DC KOHTpOnb NnpnnoXxeHun

MHPaCTPYKTYpbi . Cisco TrustSec - Cisco ASA/ 1000v / - Cisco ASANGFW / AVC
- Cisco Cyber Threat . Cisco ISE ASAv /VSG - Cisco IOS AVC / NBAR

LIEFsE - Cisco ONE » Cisco TrustSec . Cisco SCE / vSCE

* FirePOWER NGFW
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Sourcefire — akcnepTbl B obnactu b

[ eHnanbHaga KomaHga

bonble 10 net Ha pblIHKe

6 net noapsa nuavupyet B kBagparax Gartner
3aluuiaeTt komnaHum B bonee yem 180 cTpaHax
MHHOBauuun: 41+ naTeHT nosy4yeH unm B paspaboTke

Open source NpoekKThbl - Snort, ClamAV, Razorback, OpenAppID
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NSS Labs Breach Detection Systems (BDS) Security Value Map™

Fortl.net Trend Mic-o.oSource

fire (Cisco)
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Average

Ahn Lab.

@FireEye
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100% akcnnounTtoB, cambi HU3kM TCO
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99%

98%
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94%

Security Effectiveness
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[ToHMMaHWe KoHTeKcTa (Npoa4osiX.)

CobGbiTHe: NMonbiTKa nonyyeHusA
aocTtyna

Uenb: 96.16.242.135

OC xocra: Blackberry

MpunoxeHus: 3NEeKTPOHHasA NnoyTa,
Opay3ep, Twitter

MecTononoxeHue Benbin gom, CLUA

UaoeHTudukaTop nonb3oBaTens: bobama

P. N. O. Bapak O6ama

HdenapTtameHT: aAMUHUCTPATUBHbIN

OC xocrTa: Blackberry

MpunoxeHus: 3NEeKTPOHHasA NouTa,
Opay3ep, Twitter

MecTononoxeHue Benbin gom, CLUA
AocTtyna

Uenb: 96.16.242.135

KoHTekcT cnocob6eH ghyHOamMeHmasibHO U3MeHUMb
WHTepnpeTauunio AaHHbIX COObITUSA



AHanuna TpaekTopumn dpamna n yctTpoucTea —
NOUCK NUCTOYHMKA 3apaXkeHus
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Kakune cuctembl 6b1an 3apaKeHbl?
[Toyemy 3TO Nponsowno?
[Ae UCTOYHUK 3aparKeHna?

33 YTO eLle OH oTBeYyaeT?

ea1o01od1oA sudoreedl 9140 g awmdion)

C Kem OH elle B3aumoaemncTsoBan?
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Sourcefire Defense Center®
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YcTpoucTBa LieHTpa obecne4vyeHus 3aLlmnThbl

DC750 DC1500 DC3500
MaKC.U‘-IVICJ;IO ynpaBnsieMbIX 10 35 150
YCTPOWCTB
Makc. Yncno cobbiTnn
cUcTeMbl NpeaoTBpaLLeHNs 20 MnH. 30 MnH. 150 mnH.
BTOPXXEHUN
Cuctema xpaHeHus
COBLITUI 10016 12576 40016
Makc.
aKe. ceTepan kapra 2 TbIC. | 2 ThIC. 50 Tbic. | 50 ThIC. 300 TbIC. | 300 ThIC.

(xocTbl | nonb3oBaTtenu)
Make. korao INetfiow 2000 noTokoB/c 6000 noTokos/c 10000 noTokos/c
(noTokos/c)
Bo3morxkHocTun [ncTtaHumoHHoe ynpaBneHune RAID 1, LOM, RAID 5, LOM,

v 4 ynp High Availability HA, pesepBHbI
BbICOKOMW AOCTYMHOCTU (LOM)

pairing (HA) WCTOYHUK NUTAHNA Nep. ToKa
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Overview Analysis Policies Devices ® Health

Help »

admin »

Access Admin Local » User Management

Sourcefire Provided

User Role Editor

Administrator
Sourcefire Provided

External Database User Users User Roles Login Authentication

Local » User Management Updates Licenses Maonitoring Tools »
User Roles
Users User Roles Login Authentication
-+ Configure Permission Escalation (&) Create User Role
User Role Owverview Analysis Pol @ Health

Updates

Licenses

qpoet Designer

vour 58] i

System I

Monit

Sourcefire Provided

Intrusion Admin Mame
Sourcefire Provided

Description
Maintenance User

Sourcefire Provided Menu Based Permissions
Network Admin —
Sourcefire Provided L) Searches

[ Bookmarks
= [ pPolicies
[ 1ntrusion

Reporting Admin
Sourcefire Provided

Security Approver = [ Access Control

Sourcefire Provided = [ Access Control List

Security Event Analyst = [ Access Control Policy Editing

Sourcefire Provided ] allow changes to Administrator Rules

Security Event Analyst | [ allow Changes to Root Rules

Sourcefire Provided [ apply Intrusion Prevention Policies
_ [J custom Applications

i T PPN T = SN
1 Row Selacted System Permissions

_ [} External Database Access

| Save | | Cancel |

I_Imerfa:e |
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4 -

Dashboards v Reporting Summary v

Repeet Designer
Security Dashboard
BECIZTH rires1GHT Apps % FireSIGHT Context x _ Automation x _+ Shew the it Il W
| &3 Add Widgets
[ Intusionfvents | [ Events by Classification |
Last 1 howr Total Classification v Count
2 : j A dad ! Attemnpted Qerial of Service 324
ol P ! T 119
® 1 Mis< Attack S
2 3 DRegode of a0 EPC Query 43
ot “~stacsces 1 ‘ Asternpted Information Leak 26
3 535 . ) ; 24
Atteenpted User Priviege Gain
AR e | | | | [l 20
| ? I | pol g batagrs e
o Executable Code was
s e wn B wm 5 Being “
5 Pr man: 9
Last updated 1 minute ago
Type X 0 L © ¢ e Last updated 1 minute 390 4 |
S )
Deferse Center 1 Source IP v Count
| wglmz —- - Message v Count
28N 4
Last 1 hour Now 3 . R I
cPU D 12% e b
— ol e s R 302131.331 (
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ABTOMaTM3aLI,I/IFI CO34aHUNA NMNOJINTUR U NMPaBUJI

Intrusion Events

Last 1 hour Total

Name |Default Production Deme Lab IPS Policy |

Description |Suun:eﬁre Provided. For best results, do not modify.

Drop when Inline ]

o a 3 = P ;— Base Policy [ Security Over Connectivity :]
@ The base policy is up to date (Rule Update 2013-10-05-004-vrt)

; This policy defines 0 variables

E.

__Iﬂ This policy has 9038 enabled rules
3 =% 558 rules generate events
P |h-. ETEE_ Y £ B480 rules drop and generate events

@ FireSIGHT recommends 7154 rule state settings for 7430 hosts
4 =} Set 214 rules to generate events
2 Set 3550 rules to drop and generate events

7 Set 3390 rules to disabled

I Il ” | I Palicy is not using the recommendations. Click to change recommendations
Last generated: 2013 Oct 10 10:15:33

All

| Commit Changes | | Discard Changes |

C97-729687-00 © 2013 Cisco and/or its affiliates. All rights reserved

Cisco Confidential
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T Analysis Policies Devices Objects Endpoints @ Health System Helpr

Dashboards - Reporting Summary -

Repaort Designer
Application Statistics
Provides traffic and intrusion event skatistics by application

Connections Intrusion Events » + Show the Last :-“’L:J "

& Add Widgets

Allowed Connections by Applicaion Urique Applications over Time

Application ¥ Allowaed Connections 707 ¥ Total Bytes (KB)
[] syn RPC 191,962 604 E— 41,077.00

S Title: |Risky Applications |
:_'I Sun BPC client 191,562 0 : — Preset: [ None 4] 53016
:l NS 177,792 ] Table: [ Application Statistics #] 81.63
:_l HTTE 80,881 W Field:[ Application #] | 34.69
:j HITPS 41 480 il Aggregate: [ Total Bytes (KB) 4] B.89
=1 : Dirgck Conneck 23,586 = Filter: [ High Risk Applications with Low B #] 4.16
[ ] Direct Connect 23,586 Show: [ Top +) . 1.98
41":| SNMP 20,094 0] Results: [ 10 2 | 0.70

. : . : . Show Movers: [# [
::%T 11::: iz 133 134 13 colo: @O E OO 053
Last up-d.!ted less than & minubs ago
Application ¥ Total Bytes (KB)

Last updated less than a minube ago

Allowed Connections by Application [T BitTorrent 41,077.00
Allowed Connections by Business [ eponkey 2016 (A

Risk v Allowed

Business Relevance ¥ Allowed Connections [ ustream.tv 81.63 ¥y Total Traffic (KB/s)
High |j Facehook 34.69

R 410,375 Wery Low +1 4[] Yet ABC 8.89 S

Medium 331,579 Madiurm Olj Facebook Apps 4.16 3,852.30

Very High 53,575 wiah [l oa 1.98 2,721.11

Very Low 6,905 Lo ©[ ] MySpace 0.70 1,723.48

Low 28 T 1 3[] Gnutella 053 || 1,354.04

404.91

Last updated 4 minutes ago

Last login on Tuesday, 2011-11-15 at 1 56 from 10,2
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Hostname
NetBIOS Name
Device (Hops)
MAC Addresses
Connection Events Intrusionv  Hostsv  Usersv  Vulnerabilities v  Correlation v Custom Host Type

Last Seen
Events

Overview EUEUEER Policies Devices Objects  Endpoints

Connection Events
Co cti with Application Details » Table View of Connection Events

Current User

» Search Constraints (Edit Search Save Search)

Intrusion Events  Hosts  Applications  Application Details

Host Microsoft

s

ey s g L T

= e — Y ETTTTEE =
=y 15 Siguay ’ Er =

User Identity

Username caillian

Authentication Protocol LDAP

et Name e Kakue etwe cuctemb! /
Email charles_gillian@sourcefire.com IP.anpeca Mcnonbaye'r
Department SF (ron) 9 K 9
Phone 867-5309 nOﬂb3OBaTEHb H Or,qa H

* Host History

10.4.10.117
10.5.32.75
10.4.10.116
10.4.32.60
EH'H—P
$ O 2011-11-1516:39:46 Allow o b2
[ wrTe
3 O 2000-11-15 16:39:46 Aiow o 0 i
0 [ wrTe
$ (O 2011-11-15 16:39:46 Allow o 3
HTTP
3 O 20011115 16:39:46 Trust (xa 0 -
$ O 2001-11-1516:39:46 Trust e ) { O
3 O 200-11-1516:39:45 2000-10-1516:39:50 Trust o 0 O wrre
[ wrTe
[T HTTP

Intrusion Events

mango (1)

(TTL)
Host

A4 A4

VMware, Inc.) (127

2011-11-15 16:06:05

View

Operating System .7

‘Windows

189 pending
077 pending

b2 [ ssH

28) ~

browsing

Source Destination

[ ons
[7] Google

[7] Google Safebrowsing

[ irc

[ internet Explorer

=2 1 /1 1/

Scan Host l Generate White List Profile |

KTo Ha xocTe
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U ee BepcusA

CepBepHble NpPUNoXeHUs

OpenSSH 5.1p1 Debian-6ubuntu2

KnueHTckue NPUNoXxeHusa

N X Bepcus
& Q06

Bepcus
KNUEHTCKOro
NPUNOXEeHMA

[ internet Explorer 6.0 Q

| | Internet Explorer ¥ | Blogger Q
Mpunoxexue orosker =

p [ Facebook Q

[] chrome 15.0.874.120 [7] Google Q ]

[ internet Explorer 6.0 [T Google Q ]

[] chrome 15.0.874.120 [7] Google APIs Q ]

[ internet Explorer 6.0 [7] Google APIs Q ]

[] chrome 15.0.874.120 [7] Google Analytics Q ]

[l Internet Explorer 6.0 1 Gooale Analytics L & .




YnpaBrneHue nonnutmkamm

Overview Analysis Rs{<{=3 Devices & th System Helpw jlamarw

Intrusion » Access Control Network Discovery Custom Applications Users Correlation v Actions v

Interesting Use Cases
Enter a description

[=]save €D Cancel =i Save and Apply @ Add Category (&) Add Rule | Search Rules

Device Targets: 0 devices

Administrator Rules

This category is empty.

Standard Rules

[ Android browser .
1 Mobile Sacurity 1 % Intern & Ten [ Blackberry browser X Block 1 c,-) |
[ Mobile Safari

[ Facebook Status Update

[ Facebook Send Email
2 Read Only Facebook % Intern "% Exten [ Facebook Comment ¥ Block 0 & [
[ Facebook Chat
[= Tags: Facebook game; Fil

* Adult and Pornography (Any Reputation)

: Bot Nets {Any Reputation)
]

3 Web Block List % intern S Exten Confirmed SPAM Sources {Any Reputati 3§ Block o & @O
Gambling (Any Reputation)
(13 more...)
4 Block All P2ZP % Intern % Exten = Categories: peer to peer ¥ Block 0o & @
5  Inbound Emai % Exten & Intern O smTP ) SMTP o Allow 0o & @
6  Outbound Web Browsing % Exter: “ Intern D HTTP o Allow 0o &

e

This category is empty. !
A

Default Action Access Control: Block All Traffic hd v

1 Row Selected Displaying 1 - 6 of 6 rules Page 1 of 1 (9



dunsrpaymna URL

Editing Rule - Web Block List (%]
Name | Web Block List . Enabled ‘ Action | % Block | ‘ Move
Zones  Networks  V0IANTags  Users  Applications  Senvices m Policy Logging — Comments
Categories and URLs (% &) Reputations Selected URLS
2, Search by name or value | _‘ Ay B adult and Pornography (Any Reputation) El ™
i Any 5 - Well known B Bot Nets (Any Reputation) El
B Abortion O 4l 4 - Benign sites B Confirmed SPAM Sources {Any Reputation) El
"y Drugs 3 - Benign sites with security risks ® Gambling {Any Reputation) @
P o =a . a a a =
2 - Suspicious sites oggers and Monitoring (Any Rej ticn
B adult and Pornography iy ' | - | .W ng (Any Reputa ) "E‘
1 - High risk Malware Sites (Any Re| tion
B alcohol and Tobacco " = Add to Rule . {Any Regutation) "E‘ "
Marijuana (Any Re tion
B Auctions . juana (Any Reputation) lEI
Mudity {Any Re tian
B Bt Nets . ty (Any Reputation) lEI
Open HTTP Proxies (Any Re tian
B Eusiness and Economy " Pes (Any Reputa ) l‘El
Parked Domains (Any Re tion [
— (Any Reputation) lEl r
B pay to Surf (Any Reputation) @l

B Computer and Internet Info
L] Computer and Internet Security

i

Pa3nnyHbie Kateropmm URL

URLs KaTeropupoBaHbl Mo YPOBHIO PUCKOB

Enter URL | | Add |



KOHTpOsb No TMnam gpannos

Any S v Detect v
o a2 Detect |
SMTP Upload _|Malware Cloud Lookup
IMAP Download Block

POP3

I 1 /
Add File Rule l \L [ ? %

Application Protocol Direction of Transfer Action |Malware Cloud Lookup|v

) ) i Detect . )

File Type Categories File Types S Eolemi Al Selected File Categories and Types
Office Documents 7 |,_¢ Search name and description |Block =| MSEXE Ei
| Archi : = s
SESIERES & .| All types in selected Categories SAREALIC tj
Multimedia i —
Executables 2 ]

JARPACK

Encoded 0
Graphics 0
System files 0

(L save.] (L concel )
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| Trajectory

10.0.164.79
10.0.202.94
10.131.14.58
10,131.12.247
10.0.30.0
10,131.12.,233
10.0.231.66
10,0.112.64
10.0.168,55
10,131.15,200
218.212,144.140
10.0.57.108

78S 988 9ES 9K

Oct 28
11:55

Q

Time 2013-10-28 11:55:34
Event Type File Sent
IP Address mi 10.0.164.79
Sent To &l 10,131,15.200
File Name Mydoom.exe
Disposition 1) Malware

2

Action Malware Cloud Lookup -

Application Protocol | HITP

Client "] Firefox
\ Y4

o



«HepHble CrUCKN»

= Y10 3107
CwurHanbl Tpesoru n npasuna 6rokMpoBaHnS:

Tpaduk 6oTHeTOB N C&C / N3BECTHBbIE
3MNOYMbILWIIEHHUKM | OTKPbITLIE NPOKCU/peren

NcTouHnkn BpeaoHocHoro N0, duwmnHra u
cnama

Bo3amoXXHO co3gaHmne norb3oBaTeNbCKUX
CIMMNCKOB

3arpyska cnuckoB oT Sourcefire nnmn nHbix
NCTOYHNKOB

« Kak 3TO MOXeT NnoOMOo4b?

BrioknpoBaTb KaHarbl BPe4OHOCHbIX
KOMMYHUKaL N

HenpepbIBHO oTCnexuBaTb Nobble
HECaHKLMOHMPOBAaHHbIE N HOBbIE N3MEHEHUS

Blacklist (13)
gy Global Blacklist (Any Zone) - 4
I Attackers (Any Zone) X O
r2! Bogon [Any Zone) X O
/! Bots (Any Zone) X o
/! Cnc (Any Zone) X O
=/ Google-Monitor (Any Zone) ¥ o
=/ Google-Not (Any Zone) X O
/! Malware (Any Zone) ¥ o
i Open_proxy (Any Zone) X O
/! Open_relay (Any Zone) ¥ o
P& Phishing {Any Zone) X O
'E'f' Spam (Any Zone) 4 |:|.|
M Tor_exit_node (Any Zone) X O
| |



[ eonokauus

Top Events by Source Country

Country Name

&S United
™ Germany
i China

® |apan
[0 France
i Russia

*, North Korea
Pakistan
= Irag

= Iran

Last updated 1 minutes ago

-
a
]
=
-
-+

=i 76.100.209.66

mf| 10.4.10.131
®i 10.4.10.131
mi| 10.4.33.95

®mi 9.188.101.82 [=]|SR

=i 200.189.215.85 [E=ABR

% 10.4.31.237

=i 10.4.11.216

p -l &..-III

& GU};S /

o9 10.4.32.112
g 10.4.32.112
%9 10.4.32.112
mE 10.5.32.206
™ 10.5.32.206
=i 10.4.33.44
= 10.5.32.206

mjj 10.5.39.206

Lo 5 .

C97-729687-00 © 2013 Cisco and/or its affiliates. All rights reserved

¢ Busyanumsauma KapT, CTpaH U ropoaos
AN COObITUIA N Y3108

Cisco Confidential



[letTanu no reonokauuu

- |P —agpeca gomxHbl 6bITb MapLLPYTU3NPYEMbBIMU

- [1Ba TVNa reonoKaLMOHHbIX JaHHbIX Sl sl Bl L s

CTpaHa — BKITHOYEHO MO yMOMYaHuiot Fountey e
Region Lnd
Full — MoxeT ObITb 3arpy>keHo nocre City London
YCcTaHOBKU: Postal Code we2n 5
o Latitud van itud 51.5073, -0.12601
MouTOBbIN UHAEKC, KoopaMHaThl, TZ, ASN, Hee rengnee ,
ISP Maps r, o E e
’ Timezone GMT:+0

opraHusaums, JOMEeHHOEe UMSA U T.4. - Additional nformation

Ccbinikn Ha kapTbl (Google, Bing u gpyrue) ASN 15395 (Uk Rackspace)
ISP Cogent Communications
- CrtpaHa coxpaHsaeTcs B 3an1cb 0 COObITUK Home/Business  Businese

,D,J'Iﬂ NCTOYHUKA & nony4yarend Domain Name hayward.co.uk

Connection Type Broadband




[1n3anHep nNonb3oBaTENbCKMX OTYETOB

Overview EUENEEN 0 [To T30 TVt @ Health System Helpv admin v

Dashboards Reporting Summary

Reports Report Templates

[= save |3/ Generate - Advanced

Report Title New Report @

bERELSS

2 New Data Section 1 I Preview gl + - %
Table [ Intrusion Events New Data Section 1 [ 6'/3
Time Window: 2011-08-04 10:29:29 - 2011-08-04 11:29:29
Praset [ None
Format illa % =2 D
' Application Count
Search [ Mone DNS 170534

X-Axis [ Time 1501 61580

Y-Axls [ Coumt

Direct Connect 54075
sun RPC 26956

Count

=1

000 Quake 25256 [ IR
HTTP 12824
Kerberas 2332 |
o NTP 1017
POF3 472
- 1 i — B | swRcE |
o - g . i o -

Application

OK




= aka LanCOpe_ Stealthwatch o -



HemHoro dpaktoB

- Ha yctaHoBneHue gakta 3apaxeHus yxogut B cpegHem 9-18 mecsueB (US CERT)
Kak npaBnsiio o6 9ToM y3HatoT OT TPETbEN CTOPOHbI

- [Npwn pearnpoBaHnn Ha NHUMAEHT 75% BpeMEHUN TPaTUTCSA Ha NOUCK NPUYMHBI — CHET NOET Ha OHU
n Hepgenu (Forrester)

Y O0onbLUNMHCTBA KOMMNAHUN HET YCTaHOBJ1EHHOIO MNnpouecca pearnpoBaHnAd Ha UHUNWAOEHTDI



Kak MuHMMun3mnpoBarthb yLepob?

YCTpaHEHMe YyA3BUMOCTHU

O6HapyxeHue N\

Kpaxa KpMTUYHBIX AaHHbIX /o S

TBBMIPAHOE
e e

, Mpeceuene™s
- N
OOGHapyxeHue \

CTOMMOCTb MHUMAOEHTA

. YctpaHeHue

YA3IBUMOCTU
~

\~.

Havano artaku OnoBeweHme

Bpems
D I [ D L N I



3HaTb aTaKkyHoLLEro

» CtpaHa? KoHKypeHTbI? HacTHble nuua?

* Y10 gaBnsieTca uenbto?

 Korga ataka Hanbonee akTuBHa U C YEM
3TO CBSA3aHO?

 [ge atakytowme? [ oe oHn Hanbonee
ycnewHbl?

e 3a4eM OHW aTaKylT — YTO KOHKPETHO MUX
Lenb?

» Kak OHuM aTakyT — Zero-day?
3BeCTHble ya3BumMmocTn? MHcanoep?




3HaTb cebs

KTo B Moeun cetn?

Uto genatoT nonb3osartenn? lNpunoxeHnsa?
UT0 cumtaTb HOpMarnbHbIM NoBeaeHNEM?

YcTtponucTtea B ceTn? Y10 cymtaTh HOpMarnbHbIM
COCTOSAHUEM?

[0e v oTKyga nonb3oBaTenu nonagatoT B CeTb?
BHyTpeHHne? eCommerce? BHewHne?

3a4yeM OHUM NCMNONb3YIT KOHKPETHLIE
NPUNOXEHNA?

Kak Bcé aT0 nonagaeT B ceTb?



BapuaHTbl peLueHnm

-




He Be3ae ectb IPS, HO Be3ne ectb NetFlow

Source IP: Port Destination IP: Port Packets Date/Time

: : 5/7/2009
A 192.168.15.7:2068 | 211.160.17.195:8080 7 8114443 GMT
B , : 5/7/2009
192.168.21.5:1042 72.18.45.223:21 219 5.00:03 T
, , 5/7/2009
C 192.168.6.22:3161 172.18.15.188:80 1 9:05.46 GNT

e — ——



CeTb KaKk ceHcop

Different Flow Monitors for
detecting different information

Application

Multicast ~ Security P
Flows Al Flows | Flows I l Flows
Export \ /

NetFlow Reporting

« NetFlow MOXHO B3ITb U3 BCEX KPUTUYHBIX U BaXXHbIX TOYEK



BoamoxxHocTn CTD — [loBeaeH4yecknm aHanms

Establish baseline of behavior

Collect and analyze flows 4
Number of concurrent flows

Packets per second

Bits per second

New flows created
Number of SYNs sent
Time of day

Number of Syns received
Rate of connection resets
Duration of the flow

Over 80+ other attributes
\. J

osossnnns ) =
S IXTIIITY =

JO=<PpIMW®

Alarm on anomalies and changes in behavior

/ threshold \

Anomaly detected s
in host behavior \
........ RS
........ b
........ ST ‘ ‘
K Critical Servers Exchange Servers Web Servers Marketing /

© Komnanus Cisco u (unun) ee podepHue komnanum, 2013 r. Bce npasa salmieHsbl



BoamoxxHoctn CTD (4.2)

- OBOHapyXeHne ceTeBbIX CKAHMPOBAHUM
- OBHapyXeHne KoMMboTEPOB-30MbU N YepBEN

 [lomoLLb B yCTpaHeHUn anugemMmmm
KTo Hynesow nauueHT ?
C KeM OH KOHTakTupoBarn ?
KTo n3 KOHTaKkToB 3apasuncs ?
Koro Tenepb nbitTatoTcAa 3apasnTb KOHTaKTbl ?

e npeﬂ,OTBpaLLl,eHl/le yTedeK NaHHbIX — rnpeBbllUEHNE 3a1aHHOIO Nopora rno oTripaBKe AaHHbIX

 [1podmunupoBaHue ceTn, UHBEHTapU3aL A XOCTOB U NPUIOXKEHNW, aHanNnU3 CTPYKTYpPbI Tpaduka

- OOGHapyxeHue HenerarnbHbIX cepBepoB 1 P2P-Tpadmka BHYTpU cetu



BoamoxxkHoctn CTD (4.3)

ABTOMATNYECKOE UM NosflyaBToMaTn4yeckoe bnoknpoBaHme
B T.4. Ha ycTponcTeax gpyrmx nponssoauntenemn

Coop nHdopmaumm o notokax rno NetFlow-like npotokonam
NBAR, AVS, NSEL, jflow, sflow, n gp.
B T.4. Cc ycTponcTB gpyrnx nponssoanTenieu

NHTerpauymsa c cuctemamm SIEM, ckaHepamin ysa3BMMOCTEN

[MoopobHee
http://www.lancope.com/resource-center/partner-integration-briefs/sw-integrations/



http://www.lancope.com/resource-center/partner-integration-briefs/sw-integrations/

Twunbl NetFlow

Sampled

- ManeHbkoe NnogMHOXeCTBO Tpadmka, meHee 5%, cobupaetcs u
ncnonb3yeTca ans reHepupoBaHns TerniemeTpun. laet nokagpoBbIn
00630p aKTUBHOCTU B CETU, NOXOXKE HA YTEHUE KHUTU, NPOCMaTpuBas
kaxgyto 100-t0 cTpaHuuy.

Unsampled

- TenemeTpus reHepupyeTcsi BCeM TpaduKom, Npm 3TOM noriyvaeTcs
obLlas kKapTMHa akTUBHOCTM B CETH.

MHﬂMBMﬂ,yaanaﬂ, CKpbITas Tonbko KOMMYTaTOpbl Cisco
6 Catalyst MogT aaTtb MHopmMauunio
KapTiHa HOBBIX yrpo3 TpeoyeT Unsampled NetFlow Ha nonHou
NonHoOW nHgopmaumm o CKoOpoCTu 6e3 BNuUsHNSA Ha

Tpaduke B CETM. NPON3BOANTENBHOCTb




KomnoHeHTbl Cyber Threat Defense Solution 1.1

Component Hardware Release Image Type and License
Version ID: 02
Catalyst 3500-X Revision 0x03 15.0(1)SE3 Universal and IP Services
10GE Service Module
. Supervisor 7E 15.0(2)X0 Universal and IP Base

Catalyst 4500E S . :

alalys eres Supervisor 7L-E 15.0(2)X0 Universal and IP Base

) ) Advanced Enterprise Services,
Catalyst 6500 Series Supervisor 2T 15.0(1)SY2 Advanced IP Services and [P Base
ISR G2 Any 15.2(4)M2 Universal and IP Base
ASR 1000 RP1/RP2 15.2(1)S or XE3.5 Universal and IP Base
Adaptive Security Appliance Any 8.4.4(1) Any
NetFlow Generation Appliance 3140 1.0 Any
Identity Services Engine Any 111 Any
Lancope StealthWatch
A . A

Management Console ny 63 ny
Lancope StealthWatch
FlowCollector Any 63 Any
Lancope StealthWatch
FlowSensor Any 63 Any
Lancope StealthWatch A 6.3 A

FlowReplicator

© Komnatusi Cisco u (unun) ee govepHue komnanuum, 2013 r. Bce npaBa 3alyuiieHbl



KomnoHeHTb! pelleHna Cyber Threat Defense

ﬁm; StealthwatCh
Management
Console
Apyrue
KosnsnekTtopbl % httpS
Cisco ISE
StealthWatch StealthWatch

FlowReplicator FlowCollector

StealthWatch
FlowSensor
VE

StealthWatch
FlowSensor



MacLitabupyemasi apxutekTypa

I_IOﬂyLleH e AlaHHble » Aggregate up to 25 FlowCollectors “—: -"; ﬁ; Es (3
OT ceTeBoro + Up to 3 million flows per second s = -
obopyaoBaHus ¢ *L L

StealthWatch Management Console /l

NetFlow, a Takxe oT
ceHcopoB 0e3
nogaepxke NetFlow

(Ha M p nMme p y V|\/|W8ll’e Flow Aggregétion, Analysis and Context |
E SX) » Stores and analyzes up to 2,000 flow @ n
{ sources up to 120,000 flows per second 3
' » Identity, device, reputation, threat and ; Cisco ISE  StealthWtch & |
’ 'D'O 120.000 notokos application feeds provide threat context o - 'ioonbt;c i
B Ce KyHﬂy Ha ...................................... J

Kosnektop (4o 3

MUITJTIMOHOB HAa : |
KJ‘IaCTep) Flow Exporters

I—I NetFlow is generated by: — ,® : 'ﬁ ‘
¢ OHMMaHNE ; » Switches, routers, firewalls [ P , ;
KOHTEeKCTa | » FlowSensors in areas without flow support “M} ‘ = !
L NetFlow; Cisco  VMware ESX with  FlowSensor J
Switches, Routers  FlowSensor VE
and ASA 5500




- DEMO TIME! . .



KoHconb ynpaenexHna CTD

[a] [ search’ =]
nterprise Security and Traffic Overview x Traffic Dashboard #2 x| [¢] Zone Dashboard x|
4.ESMC & Domain : cis
o . Zone Index Counts - 300 records Domain Traffic, Qutside to Inside (+) and Inside to Outside (-)
\“ﬂLnﬂde Zones
v % All-Inside
% Broadcast
v P Default Server Zones = -
3 Antivirus Servers Egypt 2 400m4
% DNS Servers = 2
’{B Domain Contrellers Estonia é 200M -
D FTP Servers m H
 Monitoring Hosts Qatar 1 T @
% NTP Servers | 8
¥ i
o SMS Servers 200M
Alarm Report by Ty,
P SMTP and Exchange Servers Al
’{DWEb Servers. 1,400 400M T T T T T T T T T T T T T T T T T T
N 1200 17:00 18:00 19:00 20:00 21:00 22:00 23:00 00:00 01:00 02:00 03:00 04:00 05:00 06:00 07:00 08:00 09:00 10:00
3 Link-Local 1000 |—cs\rt—nima—mon‘cwsco‘com |
’a Localhost *
¥ Multicast 800
@, Outside Zones 600
» & All-Outside 400
(] WM Servers
3 Appliances 200
v & csirt-ninja-mon.cisco.com 0
" e C S S S S S O S
_de-nfc-3.cisco. Q o il \d
& rpS-de-nfc-3.cisco.com 5 \-Q N\ \\‘) (ﬂ, \:]f) \1' (;,\ b(’) N 400M
(% FlowSensors k) k) 9 L) b) o 9 9 -E
gl;eriphe:a: . [ Log Retention Window Reduced [ Worm Activity %
Hemal Devices [ High Concern Index [ Fort Flood i 200M
T
B Mew Flows Served [ 5YN Flood e
[ System High Traffic Out [ ICMP Flood
B Max Flows Served [ System High Traffic In
B Flow Rate Bxceeded [ Flow Data Lost
[ High Target Indesx B Wax Flows Initiated
High Total Traffic StealthWarch Appliance Perf...
9 PP
[ 5¥Ms Received [ Stealthiatch Appliance Stopped T T T T T T T T T T T T T T T T
17:00 18:00 19:00 20:00 21:00 22:00 23:00 00:00 01:00 02:00 03:00 04:00 05:00 06:00 07:00 08:00 09:00 10:00
[ New Flows Initiated [ High File Sharing Indax
T A+ | I Suspect UDP Activity [l Half Open Attack & hep [ Unprofiled UDP [ ip-esp W isakmp [ hreps [ Unprofiled TCF [ macromedia
I Touched W High Traffic [ ssh [ dns I netflow [ Others
[I[°]
Lastafshed 20101014354




KpyrnHbIM nnaHom

Alarm Report by Type
1,400

1200 1111

1000
800
oo | | [ 11|
400

200 ~M |

x°\ N X N
&N N g

g - - e

O O L v O O »
AR S P

§

[leTanbHaa cTaTUCTUKA O
BCEX aTakax,
OBHapy>XeHHbIX B CETU

&

i [ Log Retention Window Reduced
: [l High Concern Index

1 [ New Flows Served

b [ System High Traffic Out

1| I Max Flows Served

1 [ Flow Rate Exceeded

1 [ High Target Index

: [ High Total Traffic

[ SNs Received

! [ New Flows Initiated

1 | [l Suspect UDP Activity

: B Touched

[ Worm Activity

B Fort Flood

SYN Flood

B (CMP Flood

[ System High Traffic In

[ Flow Data Lost

B Max Flows Initiated

[ Stealthitatch Appliance Perf...
[ StealthiWatch Appliance Stopped
[ High File Sharing Index

[l Half Open Attack

[ High Traffic

O6HapyXeHne pasHbIX
TMMNOB aTak, BKNYas
DDoS




Busyanusauns no pasHelM cpesam

File Edit View Top Status Security Hosts Traffic Reports Flows Configuration Help
A A3 R Y Search: -|
%5 Enterprise Internet Traffic Overview x
T SMC
= 'tu Lancoj =
=) erne or| i rarfic 0 ernet Users, Lasl inutes - records
=] Internet World Map LI Traffi Top Internet U Last 5 Minutes - 12 d
E}- ¥ Inside Hosts a Y = =
& % by Funcion e i x| hostcops | ppes ¢ reers: ]
% Call Center R~ : 1 10 DHCP Scopes 6.6M 12
%0 pMZ oh Concem i)
,g E A & e el L A Y 2 spyglass.lancope.com Atlanta, DMZ 5.42M 3,608
ngineering £
- %P Finance Servers 3 28689.162.231 SunGard 2.23M 2
- %P Guest Wireless Networks
% HR 4 mm.0.71 @ SunGard 1.48M 1
’ED Infrastructure 5 Ichgms05.lancope.local DNS Servers, Atlanta 1.46M 4,315
- %p operations
:ED PCT Hosts ) 6 LL881.162.235 SunGard 1.46M 1
[ ’g QA zaal'ups 7 rchler-d3.lancope.local DHCP Scopes 1.32M 86
- % Servers c
P Users fps | Australd & 8 LI 3.72 DHCP Scopes 1.03M 92
" |
0 & ;D :"oIPf | 9 wallyn-12.lancope.local DHCP Scopes 973.12k 44
Y Locations
[ ¥p Other 10 L8 ED.162.232 SunGard 815.02k 6
[ @, Outside Hosts
[+- [ Appliances
[l ] vm Servers
[ [ Maps
[#- (2 Peripherals
@ External Devices Internet Application Traffic, Last 4 Hours
# v Peer i Peer Country i Bytes +
20M 7 1| akemaitechnologies.com |- 7] 330.51M | =
United States v
15M 2 02.mian.paetec.net - 7] 31.93M
United States
1M 3| 288 408/PE 5W.149.12.in-addr.a . 7 20.84M
- rpa United States
& ™M 4 04 540.117.125 = 20.57M| =
United States
£ B .
T ! 5 mian.paetec.net . 7| 11.9M
= United States
SM 7 [ 6 atl.linw.net [ 2.01M
PP United States
1 il L
1o . 0. 144.1 |- 7] 5.65M
Inside Hosts -> Europe United States
15M 16.77M bps (16,766,119) I A1.254.89 . 7] 4.77M
United States
! ! ! J Jan 4, 2011 2:48:.00 PM
B Find: | |®@ & 11:00 12:00 13:00 14:00 _ i ver-ss £ 4.pandora.c = 4.13M| ~
Last refreshed: Jan 5, 2011 9:39:38 AM




Busyanusauma no

Map - JY - Internet World Map

Suspect Long Flow(15) ‘
Beaconing Host(4)

a3HbIM Cp

High Total Tri
High Target |
Suspect Lon,

© Komnatusi Cisco u (unun) ee govepHue komnanuum, 2013 r. Bce npaBa 3alyuiieHbl

€3aM

(2 0 A frame =]

High Total Traffic
High Target Index

ps

57



Cisco CTD: obHapyxeHue atak 6e3 curHaTyp

Beicoknn Concern Index nokasbiBaeT
3HaYnNTENBHOE KONMUYECTBO MNOA03PUTESbHbIX
COObITUN

Summary - 84 records summarized into 34 records

Host: Groups Host: il S C[% vl Alarms Alerts
fitlanka, Desktops 10,10, 101,118 55,545, G55 8,656% (NN High Concern Index Fing, Ping_Scan, TCP_Scan

fitlanta, Deskhops 10,10,101.27 315,014,634 3,150% High Concern Inde:, High Total Traffic Fing, Ping_5can

Dieskkops, Mew York 10,50, 100,53 180,149,569 1,801%. [NN| High File Sharing Inde:x, High Tatal Traffic Fing, Ping_5can, Rejects, TCP_Scan

Desktops |10.10.101.118 | 338,137,280 | 8,656 | High Concern Ping, Ping_Scan,
% index TCP_Scan

CnexeHune 3a akTUBHOCTbIO Kak O[JHOrO Y3ra, TaKk 1 rpynmnbl y3roB

© Komnatusi Cisco u (unun) ee govepHue komnanuum, 2013 r. Bce npaBa 3alyuiieHbl



Cisco CTD: obHapyxeHue atak 6e3 curHaTyp

S Policy = Start Active Tine ™! Blarm = Source Source Host Gro =
g { Yto genaet
@ Desktops & Trusted | Jan 3, 2013 5:45:00 PM | Suspect Data Loss 10.10.101.89 Atlanta, Des
Wireless {20 hours 33 minutes 30s 2D 00M
om 10.10.101.89
@ Desktops & Trusted | Jan 3, 2013 5:30:00 PM | Suspect Data Loss 10.50.100.64 Desktops, New Y Aﬁpﬁs_ts Observed 515.84M bytes,
Wireless {20 hours 48 minutes 30s Policy maximum allows up to 500M
ago) bytes.
@ Desktops & Trusted | Jan 3, 2013 5:25:00 PM | Suspect Data Loss 10.10.101.89 Atlanta, Desktops Multiple Hosts Observed 4.82G bytes.
Wireless {20 hours 53 minutes 30s Policy maximum allows up to 500M
ago) bytes.
@ Desktops & Trusted | Jan 3, 2013 5:10:00 PM | Suspect Data Loss 10.50.100.64 Desktops, New York, New Multiple Hosts Observed 502.72M bytes,
Wireless {21 hours 8 minutes 30s York Policy maximum allows up to 500M
ago) bytes.
@ Desktops & Trusted | Jan 3, 2013 5:10:00 PM | Suspect Data Loss 10.10.101.68 Atlanta, Desktops Multiple Hosts Observed 578.81M bytes.
Wireless {21 hours 8 minutes 30s Policy maximum allows up to 500M
ago) bytes.
Monutuka Bpewms TpeBora UcTouHuk Source Host Lenb Oetanu
Havyana Groups
Desktops @ AuB 3, 2013 BeposaTHas 10.10.101.89 ATnaHTa, MHoXxecTBO Habniopaetca 5.33 6.
& Trusted yTeuka HeckTonbl XOCTOB MonuTtuka nossonser
Wireless JaHHbIX mMakcumym go 500 M6



[1penycTaHoBNEHHLIE MONMUTUKU

M peanosfiaraemMas yredka

OaHHbIX
X Enterprise
v facisco & Domain : cisco
v 4 Host Groups
S e
[ ]Inside Hosts New Alarms (Active & Unacknowledged) - 4,563 re

» &, Outside Hosts

» 2 Network Devices Start Active Time ™! Alarm Source v | Source Host Groups * Details ¥ Target + | Target Host Groups + |
d WM Servers Apr 13,2012 Suspect Data Loss Tiwsl. 7 Private Addresses, Observed 40.62M bytes. Multiple Hosts 5
11:30:09 AM M0, CRDC-VPN, Expected 2.99M bytes,
b 1 Maps (2 minutes 11s ago) CRDC-LAB tolerance of 50 allows up to
10M bytes.
Y New Flows Served Multiple Hosts Observed 2.05k flows. 83.218.20.202 United Kingdom
CnuLKOM BbICOKMI NoKa3aTtesb T el el ey
50 all 1k flows.
COBMECTHOrIO UCMNoSib30BaHNSA lows upto T Tows
o High File Sharing Index S icisco.com Private Addresses, Observed 61.75k points. Multiple Hosts
q)a NoB (IR f ] Expected 24.96k points,
tolerance of 50 allows up to
58.71k points.
(Double=click for details)
Apr 13, 2012 High File Sharing Index sy - M.cisco.com Private Addresses, Observed 58.25k points. Multiple Hosts
11:30:09 AM (L ) | Expected 7.62k points,
(2 minutes 11s ago) tolerance of 50 allows up to
50k points.
(Double-click for details)
Apr 13,2012 New Flows Served Multiple Hosts Observed 4.28k flows. 91.205.41.182 United Kingdom
11:30:09 AM Expected 16 flows, tolerance of
(2 minutes 11s ago) 50 allows up to 4.09k flows.
Apr 13,2012 Max Flows Served Multiple Hosts Observed 4.13k flows. 91.205.41.182 United Kingdom
11:30:09 AM Expected 14 flows, tolerance of
(2 minutes 11s ago) 50 allows up to 4.12k flows.
Max Flows Served Multiple Hosts Observed 2.94k flows. e JLcisco.com ACLL03, IPv4
D'OCTM rH yTO MaKcumMmanbHoOe Expected 2.05k flows, tolerance 1=
i of 50 allows up to 2.91k flows.
KoIrnmn4yecTBO O6CJ'I y)Ke HHbIX Suspect Data Loss P ) Private Addresses, Observed 44.51M bytes. Multiple Hosts
B8, CRDC-VPN, Expected 3.27M bytes,
NMOTOKOB CRDC-LAB tolerance of 50 allows up to
13.67M bytes.
Apr 13,2012 High File Sharing Index === cul.cisco.com 1P Observed 114.61k points. Multiple Hosts
11:30:04 AM {2 ) Expected 30.6k points,

& Find:




[Tony4eHmne koHTekcTa ot Cisco ISE

@ = Palicy ¥ | Gtart ActiveTime 7! Blarm ¥ Source ¥ | SourceHostGroups % | Source User ... % |Source Devic,, ¥ Target S Detals S
Q Desktops & Jan 3, 2013 5:45:00 PM | Suspect Data 10.10.101.89 Atlanta, Desktops ud0158 Windows7-Wor | Multiple Hosts Observed 5.33G bytes.
Trusted YWireless | {20 hours 33 minutes Loss kstation Policy maximum allows up to 500M
30s ago) bytes.
@ Desktops & Jan 3, 2013 5:30:00 PM | Suspect Data 10.50.100.64 Desktops, New York, New udD142 Apple-iPad Multiple Hosts Observed 515.84M bytes.
Trusted Wireless | (20 hours 48 minutes Loss York Policy maximum allows up to 500M
30s ago) bytes.
@ Desktops & Jan 3, 2013 5:25:00 PM | Suspect Data 10.10.101.89 Atlanta, Desktops ud0158 Windows7-Wor Multiple Hosts Observed 4.82G bytes.
Trusted Wireless | (20 hours 53 minutes Loss kstation Policy maximum allows up to 500M
30s ago) bytes.
@ Desktops & Jan 3, 2013 5:10:00 PM | Suspect Data 10.50.100.64 Desktops, New York, New udDi42 Apple-iPad Multiple Hosts Observed 502.72M bytes.
Trusted Wireless | (21 hours 8 minutes Loss York Policy maximum allows up to 500M
30s ago) hytes.
@ Desktops & Jan 3, 2013 5:10:00 PM | Suspect Data 10.10.101.68 Atlanta, Desktops uc123r Windows7-Wor Multiple Hosts Observed 578.81M bytes.
Trusted Wireless | 121 hnors 8 minutes I n&s kctatinn Paliry masinnm allnws un ka SN0M
MonuTtuka Bpems TpeBora UcTouHuK Fpynna xocToB Uma Tun LUenb
cTapTta UCTOYHUKA nosfib3oBaTtens YCTpOﬁCTBa
Desktops & AuB 3, BeposiTHas 10.10.101.89 ATnaHTa, [bxoH Cmunt Apple-iPad MHoXxecTBO
Trusted 2013 yTeuka Heckronbl XOCTOB
Wireless OaHHbIX

~

 Cisco ISE yctaHosneH B 1/3 Bcex npoekTtoB no Cisco Threat Defense

(CTD)



KapTta annaoemmn

¥ Filter & Domain . Time : 14 days ago
& FlowCollector for NetFlow : FlowCollector0l (10.192.0.192)

9 subnets

TpeTnyHoe 3apaxeHne

9 subnets

BTopun4yHoe 3apaxeHue

10.100.10.254

«Hynesou naymMeHT»

9 subnets

10 subnets

Earliest Time = | Port = | Protocol = |
Feb 1, 2012 6:37:05 AM 135 tcp
Feb 1, 2012 6:37:06 AM 135 tcp

Feb 1. 2012 6:37:06 AM 135 tp



[TonyyeHme koHTekcTa o1 Cisco ASA/ ISR /ASR

- [Mone Flow Action moxeT nobaBUTb AONONMHUTENbHbLIA KOHTEKCT

« NSEL-0T4eTHOCTb Ha OCHOBE COCTOSAHUW AO119 NOBEeOEeHYeCKoro aHanm3a

COBop nHpopmaunm o OTKIOHEHHbLIX UMM pa3peLLleHHbIX COeaUHEHNNAX

Flow Action % | Client Host y | TranslastedHost 5| Client Host Groups % Server Host Server Host Groups
Permitted Web Servers 1ga.192.200.22 O United States
Web Servers 16a.492.200.22 0 United States
United States 192 168.203.10 0 Web Servers
United States 132 168.203.10 © Web Servers
Denied 16a.192.200.22 O 168,192.203.10 United States 192 168.203.10 0 Web Servers




PaccnenoosaHve MHUMOEHTOB

Jun 8, 2010 5:4:34 PM -> Jun 8, 2010 5:47:35 PM

YyacTHuk

Server

Elient_ KaKMM
%) obpasom? | ﬁ

Host: () 65.199.63.27

Host: ) dhep-64-102-56-232.cisco.com http (80, tcp) I
(64.102.56.232)

Zone: ) United States

Zone: Gy IN
Country: [ United States
Courtry: ] United States |

CKonbKko?

85.71k bytes (702.15k bps) in 262 packets (262 pps)




Buibepute y3ern
ans
nccrnenoBaHus

[Mounck
NCXoasaLLEero

Tpaduka

3anpoc UHTepecyoLLEen NHopMaLum

e

DomainfDevice

e

Date/Time

Services

=

Protacols

e

Perfarmance

e

DSCPs

e

ASNs

e

Packetshaper

e

Packet Data

-

FlOSLS

E Filter by Host

Whera the [ Client or Server Host |4 is in:

O an
(O zone:

O WiMs:

® IP Addresses:

[in |

D

™ Include sub-zones

CeD

64.102.57.59

and the [G:herHust Hﬂ is in:
O an
® Zone: [All-Outside [ ——)

O WMs:

(O Range:

() IP Addrassas:

™ Include sub-zenes

Ce

¢ ok ) ( cancel )




Pe3ynkraThbl 3anpoca

& Domain : cisco

® Active Time : From Jun 7, 2010 5:10:00 PM to Jun 7, 2010 5:1
& Client or Server Zone : Inside Zones

CepBep, DNS n ctpaHa

Client Hosts Server Hosts
Client Zone s Client Host <
IN rp5-dm”™
(6
All-Inside rtpl10-dn
(6
IN proxy
(64
IN 1
IN Iwr02-00-acns-cel.cisco.com
(64.100.144.8)
IN rip5-dmz-wsa-1.cisco.com
(64.102.249.6)
IN rtp10-dmz-wsa-2.cisco.com
(64.102.249.9)
IN rtip10-dmz-wsa=1.cisco.com
(64.102.249.8)
IN wr02-00-acns-cel.cisco.com
(64.100.144.8)
IN rtp 10-dmz-wsa-1.cisco.com
(64.102.249.8)
IN rip-ksalhoff-8719.cisco.com
(10.116.34.74)
IN dhcp-64-102-220-150.cisco.c
om
(64.102.220.150)
IN smokehouse.cisco.com
(64.102,19.208)
IN rtp 10-dmz-wsa-2.cisco.com

© Komnanusi Cisco u (unu) ee novepHue komnanum, 2013 r. Bce npasa 3a

(64.102.249.9)

WniieHbl

Server Zone

* Server HO

rdc-024-025-026-041.so0uthea

United Statas

United States

=

United States

=

United States

=

United States

. 7]
United States

E
United States

IANA Reserved
|
United States

IANA Reserved

/|

United States

rdc-024-025-026-049.southea
SL.Ir.com
(24.25.26.49)
rdc-024-025-026-032,southea
sLIr.com
(24.25.26.32)

208.111.161.254

http (80/tcp)
hitp (80/tep)

http (80/tcp)

rdr=N?4-N?8=N?R=11R cnuthaa

Service Summary

hrtn (RO ten)

st.rr.com

= | Finw

(24.25.26.41)

2

-

bps) + |Server Traffic (... *

Adjusted Total.,.™

L11M 41.6M 7
"
LO7M 40.38M
1.08M 39.47M
987.13k 35.95M
833.29k 30.59M
789.79k 38.16k 751.63k 28.24M
757.32k 35.25k 722.07k 27.08M
N5 75k 77 aak R77 7Rk 7% 74M

Count # |Total Traffic (bps)™

http (80 ftcp)

459.95k 27.65k
8.09k 474.67k
458.57k 18.04k

1.16M

17.44M

17.26M

17.05M

66



Ha4HuTe ¢ NUNOTHOro BHEOPEHUS

Oba peweHns gocTynHbl B BUae BM v nmetoT BpeMeHHbIe NNLeH3nn

He TpebyloT u3MeHEHUIN B CETU, TONBLKO 3epKanbHYto Konuto Tpadpuka n NetFlow

Pa3BopaumBaloTCcs B TEYEHNE HECKOSIbKUX AHEN-HEOENN

[MpnHOCAT oLWyTUMbIe pe3ynbTaThl
OB6HapyXeHne KoOMMNbTEPOB-30MOU N YePBEN
[MpodhunmpoBaHme Tpauka n NpUNoXeHN
IHBeHTapun3aumns XoCcToB
O6HapyxeHne HeneranbHbIX cepBepoB U P2P-Tpaduka BHYTpU ceTu



| Cracsbol

- amoskvit@cisco.com
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Sourcefire FireSIGHT «BnauTt Bce»

Yrposbl

Monb3oBaTenu

Beb6-npunoxeHus

MpoToKonNbI NPUINOXeHUN

Mepeaava cannos

BpepoHocHoe MO

CepBepbl C&C

KnueHtckne NnpUnoXxeHus

Beb6-cepBepbl

OnepauunoHHbIe CUCTEMBI

MapLlipyTusaTtopbl 1 KOMMYyTaTopblI

Mo6GunbHble ycTpoucTBa

MpuHTEpLI

VolP-TenecoHbI

BupTyarnbHble MallUHBbI

S| SIS SIS S S8 K8 SN K K s

SO | X | X | X | X | X| X}X| X| X]| X| &

SIS L X | X | X | X | X| SN SN SNS S
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Next-Gen FW (NGFW) Next-Gen IPS (NGIPS)

CTtaHgapTHble BO3MOXHOCTU «NpeablayLero CTaHOapTHbIe BO3MOXHOCTU «NpeabliayLwero

MOKONMEHUA» MOKOJSIEHNUA»

[TOHMMaHMe NPUNOXEHUN N NX KOMMNOHEHTOB [ToHMMaHMe NPUNoXeHnn

BcTpoeHHbIn ceteBon IPS [TOHMMaHWe KOHTEKCTa N KOHTEHTa

VHTerpaymsa ¢ BHELLHUMMN cepBucamMu, NpUMep: [MbKMM OBMXKOK, ornepaTuBHbIE OOHOBMNEHUS
curHatyp

« Kartanorn nonb3osarteneu

° <<PeI'IyTaLI,I/IOHHbIe>> cepBUCHI

cywecmesyrowux NGFW obnadarom mornbko 6a3osebim yHKUuUoHanom IPS”

Ga rtner UcTounuk:“Defining Next-Generation Network Intrusion Prevention,” Gartner, October 7, 2011.
® “Defining the Next-Generation Firewall,” Gartner, October 12, 2009

[ ‘NGIPS e byoywem soudém 8 NGFW, HO ceuyac 5OJ'IbLUUHCITIGO}




OTtBeT AHTMBUpPYC

npeanpuAaATUA (Host-Based)
YepBu 1 BUpYChI
4
Yrposbl

2000

IDS/IPS
(CeTteBon nepnmeTp)

LLiInnoHckoe MO
N PYTKUT

&

2005

Penytaumna (Global) n
neco4yHuua

APTs u
KNOepBOMHbLI

2010

PasBeaka n aHanuTuka

(O6nako)

N3meHeHune
naHawadTa yrpos

3aBTpa

IDBOJTFOLINA YIPO3



