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JBonouuna sanospeaHoro MO

1994

OOnH HOBbIV BUPYC KaXXabIn Yac
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TotanbHaa «TAIMETu3auma» HaceneHna - UCTOYHUK CYACTbA MU 0nacHocTU ?

3,3

YCTPOVICTBA

Ha 1 cembio B Poccuum

18,8% 24,5%
2 v 6onee MK 2 n bonee cMapTdoHa

16,2% 10,7%

2 v bonee HoyTbyKa YHe eCTb NiaHLeT

6,5% cemeil
ZHomalunuia MK, HoyToyK, cMapTdoH, nnaHweT

© 3A0 «Jlabopatopua Kacnepckoro», 1997-2012
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P Uro genatb? Mo6unbHLIE YCTPONCTBA

» TOIN 5 «<Henb34, HX B KOeM cny4ae!»:

1.BanambiBaTb / pxennbpenkats cMapTdOH uUnu
NNaHLWEeTHUK!

2.cnonb3oBaTb nyonuyHblie Wi-Fi cetn 6e3 napons
Ons enoBou nepenuckn (MoXHO noacnyLllarth

Tpaduk)
3.Mcnonb3oBaTtb NpocTon nnm KopoTkun PIN

4.YcTaHaBnNMBaTb NPUIOXEHUS N3 HE JOBEPEHHbIX
MCTOYHUNKOB

5.XpaHuTb KOHQMAeHUManbHbIe OJOKYMEHTDI
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A problem has been detected and Windows has been shut down to prevent damage
of your comuter.

DRIVER_IRQL _NOT_LESS_OR_EQUAL

If this is the first time you've seen this_Stop error screen, restart your
computer, If this screen appears again, follow these steps:

ware is properly installed.If this

Chceck to make sure any new hardwa
software manufacturer for any

is a new installation, ask your hz
windows updates you might need.

re or soft

If problems continue, disablg installed hardwre od
software. Disable BIOS memor,
to use Safe Mode to remove
F8 to select Advanced Start
information:

tart ¥our computer, press
ct Sate Mode.Technical
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Beginning dump of physical memdr&:im‘

Physical memory dump complete.
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> MAC OSx BotHeT Flashfake

» 700,000 3apaXeHHbIX MaLunH

» PacnpocTpaHeHue 4Yepes 3apakeHHble BeO canTbl nog snaom Java Applet

3.5 % Bcex nonb3oBaTtenen MAC
3apakeHbl

[lpeacTaBbTe cebe 3apaxeHue
3,5% nonb3oBatenen Windows ...
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P Targeted Attacks — HayHeM ¢ ynpaxHeHus

.\ 5 o« ¥ |5 Mission - Message (HTML) - B X
Cia g
Message (7]
3 ka .;% 2 m x "3 Move to Folder ~ &, ¥ Follow Up - S
- [ Create Rule (¥ Mark as Unread
Reply Reply Forward @ g - || Delete Junk Find
to All e [] Other Actions = | |g-mail - o
Respond Actions Options E
From: Mrs. Maria Pierre [maria.pierrre@thesecuremailer.com] Sent:  Fri 6/24,/2011 10:34 AM
To. websecurity@kaspersky.com
Ce:
Subject: diccion

| Message

%' MRS. MARIA PIERRE.doc (29 KB)

This is a message from Mrs. Maria Pierre in Queens Hospital. Please Kindly read —
the attached message and reply back to her.

4
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Camot Eypsﬁ:}fa ! Haww DeicTpoxoaHsie kaTepa, arakosany sau d)EMJ'IDEDS M

ot i ok

..... "““*% EELI._i___HGME'IbI-DTEp B3AT Ha abopaax komMaHaon Eamt‘jmmmnmpama
Bauv chauns 3awndpoBansl HALUM MOPCKUM kpunTorpadom Hiug Gyoom
Ecnu Bul, He BOHIOYUK ADEAE,TO Mbl TOTOBLI DOMEHSATL BALLY
AparcueHnyo wHQY, Ha xankuwe ﬁymamm uMeHyemble Babocamu.
babock! - KOKOCH!, KONWTECH ~AenuTecsh, 4obpom 0DepHUTECH. ..
Mobosk nNKM MeCTh, XagHbix Bygy cTaHer ecThb...
¥ Koro gena He CnopatcH, B Adpuke 33 Bac NOMONATCH...
AnunbiXx # HeaaexksaTtos, 3a bopt scex Be3 anBOKaTOB.
Becensiit pooXep Ha BONHaxX Kavaercs

BECENLIM M HaX0A4MBEIM CKMKa NONaraeTcs.

CAMOYHUYTOXEHUE ®AUNOB HAYHETCA YEPE3 35 YACOB
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OnacHbl N1 Mou nNOUMbIe canTbl?

Internet

Sport  *°

S)

o

DOCOA
93037

PAGE 28 | KASPERYKY'3



Are my lovely web sites dangerous? Java O day




Are my lovely web sites dangerous? AEP efficiency
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} EcTb pelueHune
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ABTOMaTU3UPOBaAHHbLIE CUCTEMbI YNpaBrieHUs
TexHonorn4vyeckumum npoueccamum (ACY TI) —
— npobnemMbl KNOepbe3onacHOCTU

B nocnenHee BpeMsi BbISIBIIEHO OrPOMHOE
4yucro npobrem nHpopmayMoOHHON
©e30nacHOCTM B pasfiNYHbIX KOMMOHEHTaX
caMblX pacnocTtpaHeHHbix ACY TTI1

CyLLeCcTBYET PUCK Cepbe3HbIX
NOCeACTBUN CBA3aHHbIX C HEMonagkamm
B ACY Tl KpuTn4eckn BaXKHbIX OOBHLEKTOB

Jlabopatopus Kacnepckoro nposoguT
nccrieqoBaHust, HanpasfeHHble Ha |
CyLLEeCTBEHHOE MOoBbILLIEeHNEe YPOBHHA I~g
knbepbesonacHoctn ACY TI KBO o




KomMmnoHeHTbl ACY TI1

nHcopMaunoHHaa 6e30nNacHOCTb
YassumocTtn ACY TI1, PLC: nccnegosanuga Digital Bond

@ = & G were
@ Allen-Bradley: ControlLogix & MicroLogix = Peewesme ¢ X
@ Schneider Electric: Modicon Quantum Kowmwiausowan | | ¢ 1 X
@ General Electric: D20ME
@ Schweitzer: SEL-2032 Feaces! . X X vV V
e KoyO: Direct LOGIC H4-ES gj;;—int;E.ﬂ.EHHbIE X X X
WEB b 4 p 4
x =S 06Hapy>KeHo, J1EerkoO ncnoJjib3oBaTb Eiﬁiwpupna- - 4
— 0BbHapyXeHo, TPyAHO UCMNOSb30BaTb aﬂ““e |
v — He obHapyxeHo SPETRYEE v vV X Vv

H/B

Nctounuk: http://www.wired.com/threatlevel/2012/01/scada-exploits/



KomnoHeHTbl ACY TT1
nHcopMaunoHHaa 6e30nNacHOCTb

YassumocTtn ACY TI1, codt: nccnegosanuna Positive Technologies

SIARTAG

“ ICS-CERT
a7, INDUSTRIAL CONTROL SYSTEMS CYBER EMERGENCY RESPONSE TEAM
@wwc” CONTROL SYSTEMS SECURITY PROGRAM

WUy

%
2

[CS-CERT ADVISORY

ICSA-12-158-01—SIEMENS WINCC MULTIPLE VULNERABILITIES

June 6,2012

OVERVIEW

Independent researchers Gleb Gritsai, Alexander Zaitsev, Sergey Scherbel, Yuri Goltsev,
Dmitry Serebryannikov, Sergey Bobrov, Denis Baranov, Andrey Medov from Positive
Technologies have identified multiple vulnerabilities in the Siemens WinCC application. In
evaluating these reported vulnerabilities, Siemens identified an additional vulnerability that is
included in this advisory. Siemens has produced an update that resolves all vulnerabilities except
the buffer overflow in DiagAgent. DiagAgent is no longer supported, and this vulnerability can
be mitigated by disabling the service. ICS-CERT has not tested this update. These vulnerabilities
may be remotely exploited.

AFFECTED PRODUCTS
Siemens WinCC 7.0 SP3 web server and web applications are affected.

IMPACT

These vulnerabilities may allow an attacker to gain unauthorized access, read from, or write to
files and settings on the target system. |

WctouHuk: http://www.us-cert.gov/controlsystems/pdf/ICSA-12-158-01.pdf



KomMmnoHeHTbl ACY TI1

nHcopMaunoHHaa 6e30nNacHOCTb
Yassumoctu ACY TI1, nepcoHan: pasHble nccriegoBartenu

Former Employees Are Identified as Sources of Recent Cyber-Attacks http://voices.yahoo.com/former-employees-identified-as-
on Critical Infrastructures sources-recent-10665979.html

Downsizing within corporations, has brought on high number of dis-

gruntled employees or ex-employees. An internal attack could result httpy//cmu9575 2. wordpress.com/2012/04/11/are-scadax-
from changes made to the system thru personal computers or PLC in- systems-secured/

terfacing; a disgruntled employee can change settings, turn off motors

or pumps, or implant a virus or worm.

In 2000, former employee Vitek Boden release a million liters of water httpy//www.blackhat.com/presentations/bh-federal-
into the coastal waters of Queensland, Australia. 06/BH-Fed-06-Maynor-Graham-up.pdf

In 1992, former Chevron employee disabled it's emergency alert httpy//wwwblackhat.com/presentations/bh-federal-
system in 22 states, which wasn't discovered until an emergency hap- %/BH_Fed_'of,_Mayn'or_Gmham_up_pdf
pened that needed alerting

Computers and manuals seized in Al Qaeda training camps full of http://www.blackhat.com/pres
SCADA information related to dams and related structures 06/BH-Fed-06-Maynor-Graha




KomnoHeHTbl ACY TT1
nHcopMaunoHHaa 6e30NacHOCTb

Ob600LeHHaa cxema

Corp. Business Corporate Web Email Lorporate Wireless
Corp. PBX MODEM ; -arpors . S S nfrastructure Access
Servers Workstatios Servers Servars -
Pool Servers Paints
ol | x T
T x X x x x &
Internet i 1 g | sl _G‘} > g
| I I |
| CORPORATE LAN |—
v T T T I T
X X X X p 4 @ PLC — codr, xxeneso
Secondary A LJa_T..nl Database Configuration Engineering 0 ACy TI_I = COCpT
g Historian Acquisition Server Server Workstations
i External VPM :

N — (o) @ ACY TI1 — npoTokonbl
"""""""""" X X, X x— - @ MepcoHan
X P —

- x¥ = @ OdomcHoe MO

X

| CONTROL SYSTEM LAN
Dedicated L .

Remote 355 X iy X x X
Operations { j Control Room
& Facilities EEL x Workstations &Xi Iix]I HMI |ix1|
" A A

| ]
X x

MODEM (g TR

” T X "¢

Remote % @& ! ___ um .
@ ( gy i Field |jLocauons
Business i |
& Vendors L

5 PBX
External . . |w
Communications Ex] Ex] ‘x] [N

Infrastructures
o Sensors & Actuators



[Mpobnema?

Ecnu Hawa uenb caenatb ACY TI1 6e3onacHou C T.3
3alnTbl MHOPMAaLMKN, TO UHTYUTUBHO KaXXETCS, YTO
Yy Hac ecTb nNpobnema

[Ipobnema o4eHb npocrtagd

B ACY TIl1 HET HM OOHOrO KOMMNOHEHTA,
KOTOPOMY MOXHO Oblf10 Obl JOBEPATH



be3onacHasa onepauMoHHas cucTtemMa

JTabopaTtopusa Kacnepckoro paspabatsiBaeT COOCTBEHHYIO,
B6e3onacHyo onepaunoHHY CUCTEMY

« PaspabotaHa “c Hyna”

* MukposgepHasa apxutekTypa

* Bce npunoxeHusa, B TOM Yyncrie u CUCTEMHbIE, COCTOSAT U3
BepuduumpyemMbix mogynem

* [lpsamMble cBA3M Mexay MoaynsMm He4ONYCTUMbI

« Kaxgbin nporpaMmMHbI MOAYSb aCCOLUMMPYETCH C KOPPEKTHLIM
CLueHapueM nosegeHuUs

* [loBegeHue nboro nporpamMmMHOro MoAaysnsi NPOBEPSETCA Ha
COOTBETCTBME CLieHaputo

* [apaHTnUM HEBO3MOXXHOCTU UCTOSTHEHUS “HEAOKYMEHTUPOBAHHOIO
noseageHmnsa”






> He oOHOBrieHHbIU COMPT HA KOMMblOTEpPE
B P®

( Mo maHHbIM «JlabopaTopuun Kacnepckoro», H1 2012
g
Java / Ll
Java m b

O

VLC Microsoft
Media Player Office

Oracle Java Adobe Flash Winamp
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P CToMMOCTb aTaku CHUXKaeTcs

IGIE[B].CO.UK

» DDoS ataka: $30-$70 geHb, ot $1200 — mecsy
» Paccbinika SPAM: ot $10 3a MmnnunoH agpecos
» Botbl ang bot ceten: ot $200 3a 2000 BoTtoB

» WcxogHbi kog ZeuS: ot $200

> B3nom koprnopaTtnBHOro NOYTOBOIO ALLMKA: OT
$500
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Cuer 3a 0AHY

ycneLuHyo ataky

LleHa AnA KpynHOro
MocaeacTBuna 6usneca/CMb

BblHY¥AEHHbIA NPOCTON < «v«vvvx- $791,000 / $13,000

YnyueHHble BO3MOXHOCTU
(M NOTEPAHHBIE KOHTPAKTDI) ««+++ -+ $375,000 / $16,000

JlononHutenbHble ycnyru
CMELMUANIUCTOB =+ vvrvrersnreneannns $26’000/ $6’600

Cyer 3a oaHy ataky
BCPEAHEM -:cvvvvenrennncninnnnnnns $695,000 / $14,000
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HE BCE AHTUBWPYCbl
JOOEKTUBHbDI

5% KOMMNbIOTEPOB, 3aLLULLEHHbIX Cpeu KOMMbIOTEPOB, HE UMEID-
AHTUBUPYCOM, BCE Xe 3apakeHbl LLINX @HTUBUPYCA, aKTUBHOE
BUPYCOM. 3apaxeHune obHapyxeHo Ha 13%

ey !
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P Kak npotmBocTOATL?

» ObHoBnAaTb 1O (onepaumoHHble cuctemsl, Flash,
Acrobat, n 1.4.)

» PasrpaHnymnBaTthb npaBa Anga nosfib3oBaTenen
» Vicnonb3oBaTb NpaBuI1o CIOXHbIX Naposien

» YCTaHOBUTb NULIEH3VMOHHbBIN aHTUBUPYC Ha BCE
KOMIMbIOTEPbLI U YCTPOMCTBA KOPNOPaTUBHOM CETU

» Oby4yaTb nosib3oBaTenen 6a3oBbIM rMpaBunam
be3onacHou padboThl

» /ilcnonb3oBaTtb NOUTUKN DE30MacHOCTU (B TOM YnUCTe
a8 MOOUNbHBIX YCTPOMUCTB)

» OcyLLIEeCTBNATb LEHTPannM3oBaHHbIA KOHTPOMb CETU
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S cracuso

PervoHanbHbIM npeactaButeAb B YpPO un
[lepmckomMy Kpato
AnekcaHap Opaa
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